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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202

April 7, 1998

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)
~ AND CHIEF FINANCIAL OFFICER
DI%ERCVII Ocl:ié DEFENSE FINANCE AND ACCOUNTING

SUBJECT: Inspector General, DoD, Oversight of the Air Force Audit Agency
Audit of the FY 1997 Air Force General Fund Financial Statements

(Report No. 98-107)

We are providing this audit report for your information and use and for
transmittal to the Director, Office of Management and Budget. It includes our
endorsement of the Air Force Audit Agency (AFAA) disclaimer of opinion on the
FY 1997 Air Force General Fund Financial Statements, along with the AFAA “Report
of Audit: Opinion on Fiscal Year 1997 Air Force Consolidated Financial Statements.”
An audit of the Air Force General Fund Financial Statements is required by the “Chief
Financial Officers Act of 1990, as amended by the “Federal Financial Management
Act of 1994.” Because this report contains no findings or recommendations, written
comments are not required.

We appreciate the courtesies extended to the audit staff. Questions on the audit
should be directed to Mr. Richard B. Bird, Audit Program Director, at (703) 604-9175
(DSN 664-9175, e-mail rbird@dodig.osd.mil) or Mr. W. Andy Cooley, Audit Project
Manager, at (303) 676-7393 (DSN 926-7393, e-mail wcooley@dodig.osd.mil). See
Appendix D for the report distribution. The audit team members are listed inside the

David K. Steensma
Deputy Assistant Inspector General
for Auditing






Office of the Inspector General, DoD

Report No. 98-107 April 7, 1998
(Project No. 7FD-2037)

Inspector General, DoD, Oversight of the Air Force
Audit Agency Audit of the FY 1997 Air Force
General Fund Financial Statements

Executive Summary

Introduction. An audit of the Air Force General Fund Financial Statements is
required by Public Law 101-576, the “Chief Financial Officers Act of 1990,”
November 15, 1990, as amended by Public Law 103-356, the “Federal Financial
Management Act of 1994,” October 13, 1994. We delegated the audit of the FY 1997
Air Force General Fund Financial Statements to the Air Force Audit Agency. This
report provides our endorsement of the Air Force Audit Agency disclaimer of opinion
on the FY 1997 Air Force General Fund Financial Statements, along with the

Air Force Audit Agency “Report of Audit: Opinion on Fiscal Year 1997 Air Force
Consolidated Financial Statements.”

Audit Objectives. Our objective was to determine the accuracy and completeness of
the Air Force Audit Agency audit of the FY 1997 Air Force General Fund Financial
Statements. See Appendix C for a discussion of the audit process.

Audit Results. The Air Force Audit Agency “Report of Audit: Opinion on Fiscal
Year 1997 Air Force Consolidated Financial Statements,” March 1, 1998, stated that
the Air Force Audit Agency was unable to express an opinion on the reliability of the
FY 1997 Air Force Financial Statements. We concur with the Air Force Audit Agency
disclaimer of opinion; our endorsement of that disclaimer is at Appendix A. The

Air Force Audit Agency report is at Appendix B.

Internal Control Structure and Compliance With Laws and Regulations. The
Air Force Audit Agency issued reports on internal controls and compliance with laws
and regulations in the Air Force. Those reports are included in the Air Force Audit
Agency report.
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202

February 27, 1998

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER) AND
CHIEF FINANCIAL OFFICER
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING
SERVICE

SUBJECT: Endorsement of the Disclaimer of Opinion on the FY 1997 Department of the
Air Force General Fund Financial Statements (Project No. 7FD-2037)

The Chief Financial Officers Act of 1990, as amended by the Federal Financial
Management Act of 1994, requires financial statement audits by the Inspectors General. We
delegated to the Air Force Audit Agenry (AFAA) the audits of the Air Force General Fund
and other financial statements prepared by the Department of the Air Force. Summarized
below are the AFAA disclaimer of opinion on the FYs 1997 and 1996 Air Force General Fund
financial statements and the results of our review. We endorse the disclaimer of opinion
expressed by the AFAA (see the Enclosure).

Disclaimer of Opinion. The AFAA disclaimer of opinion on the FYs 1997 and 1996
Air Force General Fund financial statements, dated February 27, 1998, stated that the AFAA
was unable to express an opinion on the Air Force financial statements. We concur with the
AFAA disclaimer of opinion for the reasons summarized below.

"' o Accounts were overstated by approximately $7.9 billion and understated by
$5.5 billion.

o The acquisition cost of assets, valued at $293 billion, could not be verified
because the Air Force lacks a transaction-driven general ledger. To further complicate this
problem, many financial systems were incapable of providing required information, document
retention practices were deficient, and the consumption method of accounting was not used to
determine the value of operating materials and supplies.

Inadequate accounting systems resulted in disclaimers of opinion for the FYs 1992
through 1996 Air Force financial statements. Inadequate accounting systems continued to exist
in relation to the FY 1997 financial statements.

The AFAA also performed work on the FY 1997 statement of budgetary resources.
However, the AFAA stated that insufficient work had been done to determine whether the
statement was fairly presented.

Internal Controls. Internal controls did not ensure that the FYs 1997 and 1996 Air
Force General Fund financial statements contained no material misstatements. Details on these
matters and on compliance with laws and regulations will be discussed in a separate report.

Compliance With Laws and Regulations. The AFAA also identified areas of
noncompliance with laws and regulations. Under the Federal Financial Management
Improvement Act of 1996 and OMB Bulletin No. 93-06, Addendum 1, “Audit Requirements
for Federal Financial Statements,” January 16, 1998, the AFAA work disclosed that financial



management systems did not comply with Federal financial management system requirements;
applicable Federal accounting standards; and the United States Government Standard General

Ledger at the transaction level. :

Review of Air Force Audit Agency Work. To fulfill our responsibilities for
determining the accuracy and completeness of the independent work conducted by the AFAA,
we reviewed the approach and planning, and monitored progress at the key points. We also
performed other procedures deemed necessary to satisfy ourselves as to the faimess and
accuracy of the approach and conclusions.

We conducted our review of the AFAA work on the FYs 1997 and 1996 Air Force
General Fund financial statements from August 27, 1997, to February 27, 1998, in accordance
with generally accepted Government auditing standards. We found no indication that we could
not rely on the AFAA disclaimer of opinion or its related evaluation on internal controls and

compliance with laws and regulations.

David K. Steensma
Deputy Assistant Inspector General
for Auditing

Enclosure



Appendix B. Air Force Audit Agency Report






Project 97053009 27 February 1998

REPORT
OF
i AUDIT

OPINION ON FISCAL YEAR 1997
AIR FORCE CONSOLIDATED
FINANCIAL STATEMENTS

AIR FORCE AUDIT AGENCY






DEPARTMENT OF THE AIR FORCE
WASHINGTON DC 20330-1000

27 February 1998

OFFICE OF THE SECRETARY

MEMORANDUM FOR SECRETARY OF THE AIR FORCE
CHIEF OF STAFF, USAF

FROM: SAF/AG

SUBJECT: Report of Audit, Opinion on Fiscal Year 1997 Air Force Consolidated
Financial Statements (Project 97053009)

This report presents our opinion on the principal Fiscal Year 1997 financial
statements, our evaluation of the underlying internal control system, and our
assessment of compliance with laws and regulations.

Similar to the past 5 years, we were not able to obtain sufficient evidential
matter, or to apply other auditing procedures, to satisfy ourselves as to the fairness
of the consolidated financial statements. As a result, we are unable to express an
opinion on the reliability of these statements. However, the Air Force, DoD, and
the Defense Finance and Accounting Service (DFAS) continue taking actions to
improve Air Force financial data accuracy and reporting. For details, please refer

to the opinion letter and audit report.

Assistant Secretary of the Air Force, Financial Management and
Comptroller (SAF/FM) acknowledged that we are unable to express an opinion on
the reliability of the FY 1997 financial statements until the Air Force and DFAS
improve a number of accounting systems and resolve a number of accounting
related issues. SAF/FM remains firmly committed to producing auditable
financial statements. We consider SAF/FM comments responsive. Although
DFAS expressed concern with some data presented in the opinion and supporting
reports, we consider their comments generally responsive. However, some further
resolution actions are required in conjunction with our supporting reports.

9@; R CA%MO
‘JACKIE R. CRAWFORD
The Auditor General
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DEPARTMENT OF THE AlIR FORCE
WASHINGTON DC 20330-1000

OFFICE OF THE SECRETARY

27 February 1998

To the Secretary of the Air Force
Chief of Staff, USAF

1. We audited the consolidated financial statements of the Air Force for fiscal
years ended 30 September 1997 and 30 September 1996. The Defense Finance
and Accounting Service and Air Force management prepared the accompanying
financial statements in accordance with the Government Management Reform Act
of 1994. Our audits of the principal financial statements resulted in nine reports
containing recommendations for improving Air Force financial management,
internal controls, and compliance with laws and regulations. This report presents
our opinion on the principal financial statements, our evaluation of the underlying
internal control system, and our assessment of compliance with laws and
regulations.

OPINION ON FINANCIAL STATEMENTS

2. We were not able to obtain sufficient evidential matter, or O apply other
auditing procedures, to satisfy ourselves as to the fairness of the Air Force
consolidated financial statements. Asa result, we are unable to express an opinion
on the reliability of the Air Force Fiscal Year 1997 financial statements. Financial
information supporting the Statement of Financial Position and the Statement of
Operations and Changes in Net Position for the fiscal years ended 30 September
1997 and 1996 was not reliable, and financial systems and processes, as well as the
associated internal control structure, were not adequate to produce reliable
statements. Conditions reported in past audits that precluded us from expressing
an opinion on the reliability of the financial statements for Fiscal Year 1992
through Fiscal Year 1996 still exist.

3. Although the Office of Management and Budget does not require budgetary
resource reporting until Fiscal Year 1998, the Air Force elected to implement the
reporting requirements early and included the Statement of Budgetary Resources in
the Fiscal Year 1997 consolidated financial statements. At this point, we have not



completed sufficient audit work to determine whether the Statement of Budgetary
Resources is fairly presented. However, we are continuing our review and expect
to issue a report on our budgetary resources work at a later date.

4. Our audit disclosed the Statement of Financial Position and Statement of
Operations and Changes in Net Position contained material misstatements prior to
audit adjustments. To illustrate, the Statement of Financial Position had account
overstatements of $7.9 billion and account understatements of $5.5 billion.
Although DFAS made all appropriate adjustments, sufficient uncertainties
regarding other amounts reported precluded us from expressing an opinion on the
financial statements. We could not verify the acquisition cost of assets, valued at
$293 billion, because the Air Force does not have a transaction-driven general
ledger; many systems are incapable of providing required financial information;
the consumption method is not used to recognize operating materials and supplies
expenses; and documentation was often not available to support data presented on
the financial statements. Conversely, military and civilian pay that account for
approximately 41 percent of reported Air Force expenses were fairly presented and
associated internal controls properly applied. Air Force logistics systems reliably
reported the location and condition of major weapon systems. Also, Air Force
environmental, legal, and pension liability reporting improved dramatically, as did

accounts payable processing at DFAS operating locations. '

REPORT ON INTERNAL €CONTROLS

5. Air Force internal controls were generally adequate to physically safeguard
assets. However, the Air Force and DFAS internal control structure for financial
reporting did not provide reasonable assurance of achieving the internal control
objectives described in Office of Management and Budget Bulletin 93-06, Audit
Requirements for Federal Financial Statements, 8 January 1993 (as amended on
16 January 1998). We also determined that existing internal controls did not
prevent material misstatements in the financial statements. Further, as discussed
below, internal controls did pot assure compliance with certain laws and

regulations.
COMPLIANCE WITH LAWS AND.REGULATIONS
6. The Air Force and DFAS were unable to fully comply with laws and

regulations that materially affect the financial statements. For example, the
financial systems are not in compliance with provisions of federal accounting



standards and do not use the US Government Standard General Ledger as required
by the Federal Financial Management Improvement Act.

INITIATIVES TO IMPROVE FINANCIAL DATA

7. The Air Force, DoD, and DFAS continue taking actions to improve Air Force
financial data accuracy and reporting. The Secretary of the Air Force Financial
Improvement Policy Council meets as needed to address joint Air Force and DFAS
issues, and the DoD Acquisition and Financial Management Working Group
addresses issues associated with unmatched disbursements and the 48 recom-
mendations contained in the working group report, Eliminating Unmatched
Disbursements, A Combined Approach, June 1995. DFAS implemented the Direct
Contract Payment Notice System and the Automated Reconciliation System to
improve controls over the obligation process and reduce the time required to
reconcile problem disbursements and discrepancies between Air Force data and
DFAS-Columbus Center data. In addition, DFAS has implemented the Defense
Civilian Pay System to enhance payroll procedures and efficiency, and the Defense
Debt Management System to strengthen controls over debt collection. DFAS
accountants made all appropriate audit-recommended adjustments and footnote
disclosures to improve the presentation of Air Force financial statement data.

OBJECTIVES, SCOPE, AND METHODOLOGY

8. Management is responsible for

a. preparing annual financial statements in accordance with generally accepted
accounting principles; Office of Management and Budget Bulletins 94-01, Form
and Content of Agency Financial Statements, 16 November 1993; and 97-01, Form
" and Content of Agency Financial Statements, 16 October 1996;

b. establishing and maintaining internal controls to provide reasonable
assurance the internal control objectives in Office of Management and Budget
Bulletin 93-06 are met; and :

c. complying with applicable laws and regulations.
9. We are responsible for obtaining reasonable assurance about whether (2) the

financial statements are reliable (free of material misstatement and presented fairly
in conformity with generally accepted accounting principles), and (b) relevant



internal controls are in place and operating effectively. We are also responsible for
testing compliance with selected provisions of laws and regulations.

10. To fulfill these rcsponsibilities, we

a. examined, on a test basis, evidence supporting the amounts and disclosures
in the financial statements;

b. assessed the accounting principles used and significant estimates made by
management;

c. evaluated the overall presentation of the financial statements;
d. evaluated and tested relevant internal controls; and

e. tested compliance with significant provisions of applicable laws and

regulations.

11. We limited our work to accounting and other controls necessary to achieve the
objectives ‘outlined in our report on internal controls. Because of inherent
limitations in any system of internal control, losses, nmoncompliance, or
misstatements may nevertheless occur and not be detected.

12. We performed our work in accordance with generally accepted government
auditing standards and the provisions of Office of Management and Budget
Bulletin 93-06.

guvz.; R Cr
ACKIE R. CRAWFORD
The Auditor General
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ACCURACY OF ACCOUNT BALANCES

BACKGROUND

1. As of 30 September 1997, the Air Force Consolidated Statement of Financial
Position reported total assets of $347.2 billion, liabilities of $15.1 billion, and a net
position of $332.1 billion. The Statement of Operations reported total revenues
and financing sources of $64.5 billion and expenses of $64.7 billion, while the
budgetary resources available for Fiscal Year (FY) 1997 was about $87.8 billion.

2. We performed an audit of the accompanying Statement of Financial Position as
of 30 September 1997 and the related Statement of Operations and Changes in Net
Position for the year then ended to determine if the financial statements fairly
presented the Air Force financial condition as of 30 September 1997. We are still
auditing the accompanying Statement of Budgetary Resources which the Air Force
began preparing 1 year ahead of the required date. The Defense Finance and
Accounting Service (DFAS) published the Air Force consolidated financial
statements! on 27 February 1998 (Appendix I'V).

CONCLUSION

3. We concluded material uncertainties exist regarding the reasonableness of
amounts reported in the FY 1997 Air Force Statements of Financial Position and
Operations and Changes in Net Position. Amounts reported on the statements,
such as $252.7 billion in property, plant, and equipment, and $40.3 billion in
inventory and war reserves, were assembled from a variety of separate information
systems of uncertain reliability. Further, for most items, we were unable to verify
account balances. Because of the unverifiable account balances and system
inadequacies, we do not express an opinion on the financial statements and caution
users that these statements may not be totally reliable. We have not completed
sufficient audit work to determine whether the Statement of Budgetary Resources
is fairly presented. However, we are continuing our review and expect to issue a
report on our budgetary resources work at a later date.

1 DFAS-Denver Center (DFAS-DE) provided the FY 1997 Air Force financial statements for audit on
16 December 1997. Based on our audit and other information, DFAS-DE updated and reissued the
statemnents on 18 February 1998.
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4. Conversely, our audit work on civilian pay, military pay, contingent liabilities,
and accounts payable at DFAS operating locations provided positive results. We
concluded Air Force civilian payroll and related accruals and military personnel
costs at installations reviewed were generally accurate and reliable, and internal
controls were generally effective when properly applied. DFAS-DE personnel
made significant progress in reporting contingent liabilities and correcting
deficiencies previously reported. Further, DFAS-DE personnel at operating
locations accurately identified, recorded, and reported accounts payable.

MANAGEMENT ACTIONS

5. In response to this and prior audits,? as well as continuing congressional and
public concerns, the Air Force, DoD, and DFAS have initiated actions to address
the problems discussed in this report. Once management corrects the reported
problems, the Air Force should achieve more effective financial control over assets
and provide reliable financial information to Air Force senior managers, Congress,
and other interested parties. Specifically:

a. During FY 1994, the Secretary of the Air Force established a Financial
Improvement Policy Council to coordinate developments between the Air Force
and DFAS, particularly in areas where Air Force information systems will
interface with DFAS accounting systems. This council continues to meet as
needed to address financial issues that cross functional lines.

b. The DoD Comptroller established the DoD Acquisition and Financial
Management Working Group to resolve the DoD-wide problem of matching
- disbursements to valid obligations. The working group report, Eliminating
Unmatched Disbursements, A Combined Approach, June 1995, contains
48 recommendations for DFAS and other agencies to correct conditions that cause
unmatched disbursements and to eliminate existing mismatches.

c. The Air Force financial management community and HQ DFAS are
developing DoD standard transaction postings for processing generic and detailed
accounting events for budgetary and financial accounting. This effort should allow
the Air Force to improve financial management and increase compliance with
federal legislation and federal financial accounting standards.

2 Reference Appendix [I for a summary of prior audits.

2
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d. DFAS-DE, in conjunction with the Air Force, completed the Transfer of
Management Responsibility project which assessed information systems with both
a nonfinancial (e.g., inventory tracking) and financial application (asset valuation).
The evaluation phase resulted in recommendations addressing DFAS and Air
Force responsibility for maintaining financial and related systems and performing
Federal Managers’ Financial Integrity Act (FMFIA) reviews. Headquarters DFAS
is developing standard requirements checklists for FMFIA systems. The checklists
are to be published in the DoD Financial Management Regulation, along with
definitive responsibilities, criteria, and time lines for conducting annual FMFIA
Section 2 and Section 4 reviews. Currently, DFAS-DE is writing memorandums
of agreement between DFAS and the Air Force to implement transfer
recommendations.

e. As a follow-on to the Transfer of Management Responsibility review, a
contractor and the Air Force Audit Agency (AFAA) are reviewing 11 legacy
mixed systems to determine what is needed to make them comply with accounting
standards. Seven of the reviews are complete. The SAF/FM and AFAA have
established a schedule to review all functional feeder systems for compliance with
federal financial management systems requirements. In addition, AFAA provides
management advisory services to help ensure appropriate controls are included
during the development, major modification, or upgrade of feeder systems.

f. The Air Force is pursuing system development or modification of four
major logistics systems being modernized under the Global Combat Support
System and Defense Information Infrastructure concepts. The four systems,
Global Combat Support System-Air Force (Standard Base Supply System),
Ammunition Management Standard System, Automated Civil Engineer System,
and Integrated Maintenance Data System, account for 85 percent of the Air Force
property, plant, and equipment inventory.

g. DFAS-DE continues to develop the Departmental Cash Management
System to satisfy departmental accounting requirements and increase productivity
while substantially reducing costs. The system should correct material
weaknesses, respond to audit findings, and reduce the outstanding balance of
undistributed disbursements, negative unliquidated obligations, and problem
disbursements. The system will replace the Merged Accountability and Fund
Reporting system and the Cash Accountability Subsystem in the Cash
Management Control System. Headquarters DFAS granted permission to proceed
with software development in September 1995. DFAS-DE implemented two of
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the seven subsystems during FY 1997. DFAS plans to implement all subsystems
by December 1998.

h. DFAS completed converting the Air Force Standard Civilian Automated
Pay System to the Defense Civilian Pay System in 1997. DFAS converted the Air
Force Joint Uniform Military Pay System to the Defense Joint Military Pay System
in FY 1994 and enhanced this system during FYs 1995 and 1996, thereby
streamlining the pay process.

i. DFAS is implementing the Defense Property Accountability System, which
will replace over 150 different property systems, bring all real and personnel
property under general ledger control, and reduce property management,
accounting, and data processing costs. The system is operational at HQ DFAS and
at the five DFAS centers; the Air Force uses the system to account for all satellites.
The Air Force plans to install the system to replace systems not meeting federal
financial management systems requirements.

j- DFAS implemented the Defense Debt Management System to strengthen
controls over debt collection and standardize procedures for managing collection
of individual and contract debts.

k. DFAS-DE implemented the Direct Contract Payment Notice System, a
subsystem of the Central Procurement Accounting System, at all locations that use
the central procurement accounting system. DFAS expects the new system to
improve controls over the obligation process and reduce the time required to
reconcile problem disbursements and discrepancies between Air Force and DFAS-
Columbus Center (DFAS-CO).

. DFAS implemented the Automated Reconciliation System at all Air Force
Materiel Command (AFMC) locations, DFAS-CO, HQ Air National Guard, and .
other locations. The system is a contract reconciliation system designed to
facilitate reconciliation of contract file information maintained in six contracting
and accounting systems.

m. DoD, DFAS, and the Air Force implemented initiatives to reduce cash
needed for daily Air Force operations. These initiatives decreased disbursing
officer cash holding authority at Air Force locations. For example, disbursing
officers now use electronic fund transfers whenever possible, and government
travelers use a credit card to obtain cash advances. DFAS and Air Force financial
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managers have made effective cash management more attainable with these
initiatives. Reduced cash levels provide less opportunity for misappropriation of
this highly vulnerable asset.

n. DFAS and Air Force officials are continuing to improve contingent
liabilities reporting. Air Force financial managers have worked extensively with
the Air Force Legal Services Agency, with input from AFAA, to develop
procedures for reporting claims against the Air Force. They developed a
methodology that provides adequate financial statement disclosure, yet does not
compromise the Air Force in legal proceedings. In addition, the Air Force
submitted an information package to the Under Secretary of Defense
(Comptroller/Chief Financial Officer) that addresses contingent liability issues
requiring guidance. DoD is expected to incorporate guidance related to those
issues in the DoD Financial Management Regulation. '

o. The Air Force began to develop the Automated Business Services System
in FY 1996, including an electronic commerce/electronic data interchange “front-
end commitment document processing system.” This initiative is to begin in FY
1998. The Air Force expects the Automated Business Services System to not only
improve business processes, but to substantially reduce negative unliquidated
obligations.

p. Headquarters DFAS is developing the Defense Departmental Reporting
System to replace the Command On-line Accounting and Reporting System,
Departmental On-line Accounting and Reporting System, and Chief Financial
Officer (CFO) Reporting System at DFAS-DE. Base-level data will be reported
directly to this new system which will convert the data to standard general ledger
accounts and map those accounts to departmental reports and financial statements.
DFAS plans to implement the system at DFAS-DE beginning in September 1998.

6. While awaiting the completion of system development efforts, DFAS-DE and
Air Force management must address several significant issues to improve financial
operations and reporting. These issues include valuing military equipment and
operating materials and supplies in accordance with accounting standards,
accurately reporting accounts payable at DFAS-CO, reconciling Fund Balance
With Treasury, accurately reporting Air Force munitions stored at Army locations,
accounting for all launch vehicles and litigation liabilities, and correctly presenting
operating materials and supplies on the financial statements. The following
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paragraphs summarize the significant issues which preclude an opinion on the Air
Force financial statements for the fiscal year ended 30 September 1997.

AUDIT RESULTS
Summary

7. We determined the conditions reported in past audits that precluded us from
expressing an opinion on the reliability of the financial statements for FYs 1992
through 1996 still exist. Also, we found significant conditions that adversely
impacted four of the five management assertions embodied in the financial
statements. During this audit, we identified over $13.4 billion of required
adjustments to amounts reported in the statements and recommended an additional
$13.7 billion in footnote disclosures. DFAS-DE made all recommended
adjustments. However, we arrived at the adjustments using existing accounting
systems and data, and many of those systems and associated data are known to be
unreliable. Consequently, even though DFAS made all the proposed adjustments,
sufficient uncertainties regarding other amounts reported precluded us from
expressing an opinion on the consolidated statements.

Previously Reported Conditions
8. Our reports on the Air Force FYs 1992 through 1996 financial statements
identified a number of conditions which prevented us from expressing an opinion
on the reliability of those statements. Our FY 1997 audit found the following
similar conditions impacting Air Force financial statements:

a. Financial data are not produced by a transaction-driven general ledger.

b. Balances produced by accounting systems cannot be verified, rendering
financial statements unauditable.

c. Equipment balances are inaccurate and unsupportable.

d. Operating materials and supplies are classified as inventory and war
reserves, contrary to applicable federal accounting standards.
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e. Asset valuations are not based upon actual cost as prescribed in applicable
federal accounting standards.

Significant Conditions

9. Significant conditions adversely impacted four of the five management asser-
tions defined by generally accepted government auditing standards3 and embodied
in the financial statements. Specifically, we found significant conditions concern-
ing management assertions related to valuation or allocation, existence or
occurrence, completeness, and presentation and disclosure. Nothing came to our
attention indicating significant conditions related to the management assertion of
rights and obligations. We covered the significant conditions in more detail in
separate reports to Air Force and DFAS management (Appendix VI). The
following paragraphs address management assertions, the significant conditions
we identified, and the report that summarizes the conditions.

a. Valuation or Allocation. We identified the following conditions related to
the appropriateness of amounts included in the financial statements for asset,
liability, revenue, and expense accounts.

(1) Operating Materials and Supplies. The Air Force did not value
operating materials and supplies in accordance with Statement of Federal Financial
Accounting Standard (SFFAS) Number 3, Accounting for Inventory and Related
Property. The Air Force values operating materials and supplies at latest
acquisition cost, rather than historical cost, as the standard requires. The Air Force
method does not account for holding gains and losses that result from significant
cost changes. This condition occurred because the Air Force does not have a
financial accounting system designed to accumulate, account for, and report
historical costs. Consequently, the $40.3 billion of operating materials and
supplies included in the Air Force consolidated financial statements as war
reserves and inventory may be materially misstated. (Report of Audit 97053003)

(2) Military Equipment. The Air Force did not value military equipment
in accordance with existing accounting standards. The inventory systems used to

3 Generally accepted government auditing standards incorporate financial statement assertions defined by
the American Institute of Certified Public Accountants in the Codification of Statements on Auditing
Standards, AU Section 326.
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track these assets used standard values applied to like items rather than acquisition
costs as current accounting standards require. As with operating materials and
supplies, the Air Force does not have a financial accounting system designed to
accumulate, account for, and report the acquisition cost of military equipment
items. As a result, the $182 billion of military equipment included in the Air Force
consolidated financial statements may be materially misstated. The Air Force may
continue to have difficulty complying with the new accounting standards in
FY 1998. SFFAS Numbers 6 and 8, Accounting for Property, Plant, and
Equipment and Supplementary Stewardship Reporting, respectively, are effective
for FY 1998 and require that accounting personnel value military equipment using
either the total cost or latest acquisition cost method.4 (Report of Audit 97053008)

(3) Accounts Payable. We are 95 percent confident accounts payable at
operating locations are materially accurate, although we could not determine the
accuracy of accounts payable DFAS-CO reported to DFAS-DE on the Accrued
Expenditure Report. Specifically, duplicate reporting resulted in a $604 million
overstatement of accounts payable. Also, accounts payable balances originating at
DFAS-CO, and not reported to DFAS-DE for inclusion in the financial statements,
resulted in a $117 million understatement. Finally, our statistical sample of
108 accounts payable transactions at DFAS-CO identified 95 transactions, valued
at $118 million, that were unsupported or inaccurate. DFAS-DE noted in
footnotes to the financial statements that, despite systems changes made during FY
1997 to correct the Accrued Expenditures Report, problems remain with data
reliability. (Report of Audit 97053001)

b. Existence or Occurrence. We identified the following significant condi-
tions related to whether all assets and liabilities included in the 30 September 1997
financial statements existed at that date and whether all recorded transactions had
occurred within the fiscal year ending on that date.

(1) Ammunition. We were unable to confirm the existence of all Air
Force munitions stored at Army locations. The total value of Air Force munitions
stored at 15 Army locations, as reported in the Combat Ammunition System - Air
Force-Wide, was $4.5 billion compared to $2.5 billion reported in the Army

4 FASAB issued an exposure draft, Amendments to Accounting for Property, Plant, and Equipment,
February 1998, that proposes eliminating the dollar value of federal mission property plant and equipment
from the financial statements.
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Commodity Command Standard Systems. We determined $864 million of the
$2 billion difference related to munitions that did not exist. Specifically, the
Combat Ammunition System - Air Force-Wide showed 14,500,000 smoke rockets
were stored at the Pine Bluff Arsenal, whereas the actual number stored was 1,450.
We consider the remaining $1.1 billion difference between the Air Force and
Army reporting systems as a potential discrepancy. (Report of Audit 97053003)

(2) Accounts Receivable. Our audit sample of accounts receivable
disclosed dollar errors of less than 3 percent when supporting documentation was
available. However, accounting personnel at all ten operating locations and
regional accounting and finance offices audited were unable to provide adequate
documentation to support $16 million of $36 million in accounts receivable tested.
We reported the lack of supporting documentation for the past 3 years, and the
percentage of unsupported accounts receivable exceeded 40 percent each year.
(Report of Audit 97053001)

c. Completeness. We identified the following significant conditions related to
whether the Air Force included all assets and liabilities in the 30 September 1997
financial statements.

(1) Launch Vehicles. DFAS-DE disclosed in a financial statement
footnote that Air Force-owned launch vehicles valued at $6.1 billion were not
recognized as assets on the Statement of Financial Position.

(2) Litigation Liabilities. DFAS-DE was unable to recognize a probable
litigation liability for 224 contractor appeals totaling $602 million because the
AFMC Law Office did not project a probable loss liability for these appeals.
While the AFMC Law Office declined to project losses out of concern the
disclosure could weaken the Air Force legal position, we believe the concern is
unwarranted because projected losses would be reflective of all outstanding
appeals, and loss probability for individual cases could not be identified.
DFAS-DE, in preparing the financial statements, would combine contractor appeal
loss liability with the probability projection for all Air Force litigation, further
obscuring these potential liabilities. (Report of Audit 97053005)

d. Presentation and Disclosure. DFAS-DE incorrectly presented $40.3 billion
of operating materials and supplies on the Air Force consolidated financial
statements. DoD Comptroller guidance and HQ DFAS direction caused DFAS-
DE to report $38.7 billion of operating materials and supplies as war reserves.



Project 97053009

TAB A Accuracy of Account Balances

DFAS also directed DFAS-DE to adjust FY 1996 prior year information on the
Statement of Financial Position to report similar items in the FY 1996 statements
as war reserves. In addition, HQ DFAS directed DFAS-DE to report $1.6 billion
as inventory. In our opinion, this reporting conflicts with the definition of
operating materials and supplies in SFFAS Number 3. (Report of Audit
97053003)

Required Adjustments

10. We identified over $13.4 billion of required adjustments to amounts reported in
the financial statements for property, plant, and equipment line item balances and
recommended an additional $13.7 billion in footnote disclosures. DFAS-DE made
all appropriate adjustments.

Basis for Adjustments

11. The adjustments summarized were based on audit findings. However, we
arrived at the adjustments using existing accounting systems and data, and many of
those systems and associated data are known to be unreliable. Consequently, even
though DFAS-DE made all the proposed adjustments, sufficient uncertainties
regarding other amounts reported precluded us from expressing an opinion on the
consolidated financial statements. Our recommended adjustments affected the
assets/accounts shown in the following charts.

Chart 1. FY 1997 Financial Statement Adjustments (3 Billions)

Bl Missiles
H Satellites
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Chart 2. FY 1997 Financial Statement Footnote Disclosures ($ Billions)

B Undelivered Orders

M Titan IV Launch
Vehicles

O Nonmilitary Equipment
O Other Revenue

Bl Contingent Liabilities

Accounts/Interest
Payable
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TAB B

REPORT ON INTERNAL CONTROLS

BACKGROUND

1. Management is responsible for establishing and maintaining an internal control
structure to provide reasonable but not absolute assurance obligations and costs are
in compliance with applicable laws; funds, property, and other assets are
safeguarded against waste, loss, unauthorized use, or misappropriation; and
financial resources and expenditures applicable to the entity's operations are
properly recorded and accounted for. A sound internal control structure helps
management prepare reliable financial reports in accordance with applicable
accounting standards and maintain accountability over assets. In fulfilling this
responsibility, management estimates and judgments are required to assess the
expected benefits and related costs of internal control structure policies and
procedures.

2. We noted certain conditions involving the internal control structure and
operation we consider reportable under standards established by generally
accepted government auditing standards and OMB Bulletin 93-06. Reportable
conditions involve significant deficiencies in internal control structure design or
operation. These deficiencies could adversely affect the entities’ ability to ensure
objectives of the internal control structure are being achieved.

AUDIT RESULTS
Summary

3. We determined the internal control structure did not provide reasonable
assurance of achieving internal control objectivesS described in OMB Bulletin 93-
06. DFAS has initiated action to resolve the impact of the upcoming year 2000
date on computer systems; however, we identified reportable conditions in areas of
military and nonmilitary equipment, contingent liabilities, disbursements and
collections, overseas pay advances, and adequate safeguards. We believe these

5 Reference Appendix I, paragraph 5.
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reportable conditions, in combination, result in material internal control
weaknesses which impact the accuracy of the financial statements (Tab A).

Year 2000 Requirements

4. DFAS, in their FY 1997 Annual Statement of Assurance, recognized
approximately 70 DFAS application systems need modification to become
Year 2000 compliant. They further recognize this number may vary if the current
replacement schedule for individual legacy systems is extended, causing them to
be impacted by the year 2000. DFAS created an inventory of all DFAS systems
(accounting, finance, and administrative), analyzed each system to determine
Year 2000 impact, if any, and combined Year 2000 changes with other system
changes where possible to determine the number of systems affected. Currently,
DFAS expects to have all systems Year 2000 compliant by October 1998.

Military Equipment

5. The Air Force did not accurately compile the value of missiles, missile motors,
and satellites submitted to DFAS for inclusion in the financial statements. As a
result, DFAS-DE personnel were required to process nearly $2.4 billion (net) in
adjustments to the property, plant, and equipment line item on the Statement of
Financial Position. Unless the Air Force addresses associated internal control
issues, the condition will recur in FY 1998. (Report of Audit 97053008)

a. Missiles and Missile Motors.

(1) Missiles. Headquarters AFMC reported to DFAS 31 first stage
Peacekeeper motors as complete missiles because the Equipment, Inventory,
Multiple Status, and Utilization System (EIMSURS) reported all intercontinental
ballistic missile stage one motors as complete missiles. Headquarters AFMC
cannot identify incomplete missiles unless they physically compare EIMSURS
data to that contained in the Missile Motor, Tracking, and Reporting System.
Further, HQ AFMC cannot provide motor values for financial reporting because
the EIMSURS database does not include that information. Consequently, missile
values HQ AFMC submitted to DFAS were overstated by $1.62 billion.

14
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(2) Missile Motors. The Air Force had not established a policy to identify
and report spare missile motor financial data to DFAS. The Missile Motor,
Tracking, and Reporting System provides the physical location of spare motors but
does not include spare motor cost data. As a result, HQ AFMC did not submit the
value of spare missile motors to DFAS. After identifying the omission, we worked
with AFMC personnel to manually identify and calculate the size and value of the
spare intercontinental missile motor inventory so DFAS could correct the
$877 million understatement in the financial statements.

b. Satellites. Los Angeles AFB Space and Missile Systems Center, Financial
Management Cost Division (SMC/FMC), personnel did not have procedures in
place to review, validate, and update satellite and launch vehicle data.
Consequently, satellite values submitted to DFAS-DE were overstated by
$1.63 billion. Specifically:

(1) Operational Satellites. Quantity and unit cost errors created a
$6.13 billion overstatement. For example, four Milstar satellites under construc-
tion and not yet accepted by the Air Force were included in this account. In
addition, the unit cost of Milstar satellites cannot be entered into the Defense
Property Accounting System, which maintains satellite valuation data, because the
system will not accept unit costs of $1 billion or greater.

(2) Satellites With Contractors. Quantity errors resulted in an
understatement of $365 million. One Global Positioning System satellite,
destroyed during launch, was included in this account, and three other Global
- Positioning System satellites were excluded.

(3) Launch Vehicles. Eight Titan IV launch vehicles were excluded from
this account, causing a $4.13 billion understatement.

Nonmilitary Equipment

6. The Air Force did not provide values or provided inaccurate values, for
simulators, test sets and mockups, and vehicles to DFAS for inclusion in the
“financial statements. Since Air Force and DFAS personnel could not determine
the appropriate adjustments, DFAS-DE disclosed conditions and known
understatements of $2.7 billion in the financial statement footnotes. Unless the Air
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Force corrects the underlying systems' deficiencies and internal control
weaknesses, the condition will recur in FY 1998. (Report of Audit 97053006)

a. Simulators. The Air Force could not provide the value of 2,650 simulators
reported in EIMSURS , for inclusion in the financial statements, because the
system does not include a value data field. Using available data, we determined 51
B-1 simulators included in the inventory had a value of $45 million. We also
determined 60 B-2 simulators, valued at about $1.46 billion were not included in
the EIMSURS inventory. While the property, plant, and equipment line item on
the statement of financial position was understated by at least $1.5 billion, DFAS-
DE disclosed this condition in the financial statement footnotes.

b. Test Sets and Mockups. The balance the Air Force reported to for test sets
and mockups could not be used in the financial statements. The Financial
Inventory Accounting and Billing System, an AFMC, Directorate of Logistics
(AFMC/LG), inventory system which provides test set and mockup values for the
financial statements, continues to produce negative balances. DFAS-DE requested
AFMC/LG assistance in solving the problem, but the San Antonio Air Logistics
Center declined, citing resource limitations. The value of test sets and mockups
excluded from the property, plant, and equipment line item on the Statement of
Financial Position was $1 billion.

c. Vehicles. The Air Force also understated the value of vehicles reported
because personnel entered incorrect vehicle unit prices into the Standard Base
Supply System. For example, the system value for 310 P-23 fire trucks, unit cost
of $472,315, was $1.03. This error and an error in the recorded unit price for
refueling trucks, caused the property, plant, and equipment line item on the
statement of financial position to be understated by $189 million.

Liabilities
7. Air Force liability reporting improved dramatically in FY 1997. However, Air

Force procedures for compiling liability data require further improvement to
ensure data are completely reported and supported. (Report of Audit 97053005)
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a. Resource Conservation and Recovery Act. The Air Force understated
liabilities incurred under this Act because four of eight major commands were
unable to develop estimates prior to financial statement publication. The Air Force
Deputy Chief of Staff, Installations and Logistics (AF/IL), did not have a
mechanism in place to separately identify and report cost estimates. We believe
the four nonreporting commands would have reported an additional $80 million.

b. Installation-Level Contractor Claims. DFAS-DE did not disclose the total
number and dollar value, or recognize a probable liability loss amount, of
installation contractor claims because the Assistant Secretary, Financial Systems
Reporting Directorate (SAF/FMPS), had not requested the Assistant Secretary,
Acquisition (SAF/AQ), gather and provide this information. Further, SAF/AQ
“does not have the means to capture this data, resulting in our inability to estimate
the value of the omission. However, we determined installation-level contractor
claims are significant and their omission results in a material underreporting of Air
Force liabilities.

c. Environmental Restoration Liability. Management at 2 of 16 locations did
not maintain supporting documentation for environmental restoration liability
estimates. At another five locations we could not reconcile supporting documenta-
tion figures into the Cost to Complete schedules because the Air Force had not
developed guidance requiring major command and installation managers to
maintain supporting documentation. Consequently, we could not verify environ-
mental cleanup cost accuracy for $135 million of $605 million reviewed.

Disbursements and Collections

8. The DFAS-DE Merged Accountability and Fund Reporting system did not
contain sufficient controls to ensure all transactions affecting financial reporting
were processed. Our review disclosed 3,682 disbursement and collection
differences between DFAS-DE departmental records and installation-level
subsidiary data as of 30 September 1997 occurred because the accounting system
had not processed the most recent transactions. While DFAS has reduced the
number of differences significantly (54 percent), the dollar value decreased only
10 percent. These differences had an absolute value of $967 million and a net
difference of $153 million. (Report of Audit 97053001)
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Overseas Pay Advances

9. Our review of overseas pay advances identified critical process problems. We
found accounting personnel had included incorrect and non-Air Force accountable
activities on advance pay vouchers. Further, these personnel had not (a) recorded
nearly one-third of advances and collections in Air Force financial records,
(b) posted advances and collections for 6 months or more, or (c) collected on
advances that were 1 to 2 years old. Neither the Air Force nor DFAS has a
tracking system to verify pay advance disbursements, collections, or the amount
owed. While the value of the transactions affected is not material to the financial
statements, we are disclosing this as an internal control matter. (Report of Audit
97053015)

Adequate Safeguards

10.DFAS did not always establish adequate accounting system access controls.
Further, operating locations and regional accounting and finance offices did not
maintain adequate separation of duties for accounts receivable. (Report of Audit
97053001)

a. Access Controls. DFAS controls over access to the General Accounting
and Finance System and the On-Line Paying and Collecting System required
improvement. The system access security manager at DFAS-DE did not verify
77 of 240 background investigations for system access, and 52 System
Authorization Access Request forms lacked supervisory approval. Personnel at
four of seven operating locations used an automatic loadé of user identification and
password information.

b. Separation of Duties. Accounting personnel at 8 of 10 operating locations
and regional accounting and finance offices did not adequately separate accounts
receivable duties. Specifically, the same technician recorded accounts receivable

6 User identification and passwords are imbedded in the software and do not require user input for system
access.
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in the accounting system, generated the bills, and mailed bills to debtors. While
the DoD Financial Management Regulation requires separation of duties for
authorizing, processing, recording, and reviewing transactions, management at the
eight locations perceived the risk of illegal activity to be low and did not have
adequate personnel to effect the required separation of duties. We have included
this issue for full disclosure.
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TABC

REPORT ON COMPLIANCE WITH
LAWS AND REGULATIONS

BACKGROUND

1. An entity's management is responsible for establishing an internal control
structure to assure compliance with applicable laws and regulations. Issues which
should concern management include:

a. Resources. Compliance with laws and regulations which could
significantly affect the acquisition, protection, and use of the entity's resources,
and the quantity, quality, timeliness, and cost of the products and services it
produces and delivers.

b. Programs. Compliance with laws and regulations pertaining to the objec-
tives of the entity's programs, activities, and functions; the manner in which
programs and services are to be delivered; the population a program or service is to
serve; and whether the programs, activities, and functions are being carried out in
conformity with these laws and regulations.

2. Material instances of noncompliance are failures to follow requirements or
violations of prohibitions contained in laws or regulations which cause us to
conclude the aggregation of the misstatements resulting from those failures or
violations is material to the financial statements, or the sensitivity of the matter
would cause others to perceive the misstatements as significant. (Appendix V lists
the laws and regulations reviewed during this audit.)

AUDIT RESULTS
Compliance With Laws and Regulations

3. The Air Force and DFAS existing systems and controls did not enable full
compliance with laws and regulations which could have a direct and material
effect on the FY 1997 Air Force financial statements. We identified instances of
noncompliance with the Federal Financial Management Improvement Act
(FFMIA), FMFIA, Statements of Federal Financial Accounting Standards, and
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Treasury and Air Force guidance. We considered the noncompliance reported
below in forming our opinion on whether the FY 1997 Air Force consolidated
financial statements are fairly presented in all material respects in accordance with
applicable accounting standards in effect for federal entities during the preparation
of the entity's financial statements.

a. FFMIA. The FFMIA requires each agency implement and maintain
financial management systems which comply substantially with federal financial
management systems requirements, applicable federal accounting standards, and
the US Standard General Ledger at the transaction level. The FFMIA also requires
we report on agency compliance with these requirements.

(1) Air Force Management Representation Letter.” The Air Force stated
in their management representation letter, ...the Air Force and the other services
are having serious problems with their financial systems. We are working hard to
solve these problems, but it will take years before they are fully solved.
Meanwhile, problems with our financial systems limit our ability to present
information accurately and in conformance with generally accepted accounting
principles.”

(2) Financial Management Systems and Accounting Standards. The Air
Force and DFAS have identified numerous systems and accounting weaknesses in

their FY 1997 Annual Statement of Assurance and Financial Management 5-Year
Plan. DFAS reported many of the 156 accounting and finance systems, which
DoD is currently reporting as meeting the OMB definition of financial
management systems, do not sufficiently comply with financial systems
requirements prescribed by OMB Circular A-127, Revised, Financial Management
Systems, 23 July 1993. The Air Force and DFAS have planned corrective action
for each identified deficiency. In many cases, new systems are being developed.
However, the Air Force management representation letter indicates correction of
many deficiencies will take longer than the 3 years FFMIA gives agencies to bring
systems into substantial compliance.

7 Secretary of the Air Force memorandum, Management Representations for the Air Force Fiscal
Year 1997 General Fund Financial Statements and Performance Measures, 14 January 1998.
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(3) US Standard General Ledger. Air Force and DFAS managers do not
currently use the US Standard General Ledger. Many of the discrepancies cited in
this report occurred because DFAS did not have a transaction-driven general
ledger. For example, discrepancies in the operating materials and supplies account
balance resulted because Air Force and DFAS personnel extracted data from
multiple automated and manual systems, significantly increasing the potential for
account balance misstatements. In July 1997, the Principal Deputy Under
Secretary of Defense (Comptroller) mandated all DoD organizations use the
US Standard General Ledger. (Report of Audit 97053003)

b. FMFIA. The FMFIA requires each agency annually disclose whether its
internal controls (FMFIA Section 2) and accounting systems (FMFIA Section 4)
conform to Comptroller General standards. These disclosures are made through
the agency’s Statement of Assurance or 5-Year Plan.

(1) FMFIA Section 2. We identified no internal control weaknesses
which should have been reported in the Air Force or DFAS Statement of
Assurance under FMFIA Section 2 criteria. However, the Air Force reported that
the release of Combat Ammunition System - Air Force-Wide software for the Air
Force Wholesale Inventory System provides assurance that requirements for
financial accountability are met and that this action corrected a material (Section 2)
weakness reported in FY 1996. In our opinion, the deficiencies in ammunition
reporting identified in Tab A of this report indicate the condition has not been
corrected. However, we believe this condition is system related and should be
reported as a system deficiency under FMFIA Section 4 criteria.

(2) FMFIA Section 4. The Air Force and DFAS continue to improve
reporting of accounting systems not conforming to the principles, standards, and
related requirements prescribed by the Comptroller General, in conformance with
FMFIA Section 4 criteria. The Air Force reported EIMSURS as an operating
system not in compliance with Comptroller General accounting principles,
standards, and related requirements. The Air Force also reported the civil engineer
Work Information Management System as noncompliant; however, DFAS-DE
reported this system as compliant. In our opinion, the system weaknesses related
to the valuation of test sets and mockups, Peacekeeper missiles, and Milstar
satellites discussed in Tab B of this report require the associated systems be
included in FMFIA Section 4 reporting until corrective action is completed.
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c. SFFAS. The Air Force and DFAS-DE departed from SFFAS Number 1,
Accounting for Selected Assets and Liabilities, and SFFAS Number 3 accounting
standards pertaining to reporting Fund Balance With Treasury discrepancies and
Operating Materials and Supplies valuation and presentation.

(1) Fund Balance With Treasury. DFAS personnel did not explain all
discrepancies between the Fund Balance With Treasury in the general ledger and
Treasury accounts. SFFAS Number 1 requires an explanation of these
discrepancies and their causes in the financial statement footnotes. DoD Financial
Management Regulation 7000.14, Volume 6, Chapter 6, Audited Financial
Statements, January 1998, DoD form and content for the preparation of the
FY 1997 financial statements, only requires the reporting of material differences.
DFAS personnel followed DoD guidance and omitted from the footnotes a
$168 million discrepancy between DFAS and Treasury balances. (Report of
Audit 97053001)

(2) Operating Materials and Supplies. The Air Force and DFAS-DE
departed from SFFAS Number 3 accounting standards in three respects. In
addition to the asset valuation and presentation issues discussed in Tab A,
DFAS-DE did not use the consumption method of accounting to recognize
operating materials and supplies expenses. Air Force computer systems were
designed for inventory control purposes rather than financial accounting purposes,
thus preventing accounting personnel from determining whether changes in value
between accounting periods resulted from expenses relating to operating materials
and supplies or purchases, issues, and price changes. The budgetary and
accounting process the Air Force uses does not distinguish between capital and
operating expenses within appropriations. Further, the Air Force Standard Base
Supply System does not have the capability to report values of purchases, issues,
and price changes. Consequently, we were unable to:

(a) Ascertain whether all operating materials and supplies were
recorded as assets when purchased or expensed when provided to the end user.
The draft FY 1997 Air Force Working Capital Fund financial statements reported
the fund sold $7 billion of materials to the Air Force, while the operating and
program expenses on the Air Force financial statements identified only $4.7 billion
of supplies and materials. (Report of Audit 97053003)

24



Project 97053009

Report on Compliance With Laws and Regulations TABC

(b) Determine if all munitions purchased were reported or if all
munitions expended (or issued to the end user) were expensed. The Air Force
procured $235 million in munitions in FY 1997, but we could not determine if all
munitions were expensed because munitions expended are not reported to DFAS.
(Report of Audit 97053003)

d. Treasury Financial Manual. In addition to not footnoting Fund Balance
With Treasury discrepancies, DFAS personnel did not clear or report all budget
clearing and suspense accounts at year-end. Treasury Bulletin 97-06, Treasury
Financial Manual, Volume 1, 24 July 1997; DoD Financial Management
Regulation 7000.14, Volume 1, General Financial Management Information,
Systems, and Requirements, May 1993; and Volume 4, Accounting Policies and
Procedures, January 1995, require these temporary accounts be researched and
closed to the appropriate receipt or expenditure budgetary account. Instead,
DFAS-DE cleared $168 million (absolute value) into the FY 1997 operations and
maintenance appropriation and then reversed the charges at the beginning of
FY 1998. This action effectively resulted in the budget and suspense accounts not
being cleared. Further, DFAS-DE did not follow DoD form and content and report
the $168 million as Other Federal (Intragovernmental) Liabilities on the Statement
of Financial Position, resulting in a corresponding understatement of Fund Balance
With Treasury. (Report of Audit 97053001)

e. Air Force Guidance. Base civil engineering personnel did not follow Air
Force guidance in maintaining real property records or processed documents in an
untimely manner. This resulted in misstated accounting record balances for
construction in progress, working capital fund properties, and minor construction.
- Consequently, general fund real property accounts were overstated $180.7 million.
(Report of Audit 97053006)

(1) Construction in Progress. Base civil engineering records at 12 of
16 locations did not support the construction in progress value in the accounting
records. The difference occurred primarily because accounting and civil
engineering personnel did not reconcile their respective records as required. As a
result, construction in progress balances submitted by Air Force installations to
DFAS were overstated by $54.1 million.
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(2) Working Capital Fund Properties. Base civil engineering personnel at
7 of 16 locations did not accurately code working capital fund properties. The Air

Force Real Estate Agency provided instructions to change the command code
when 50 percent or more of the facility was used by working capital fund entities.
Because some installations did not receive or understand and implement the
instructions, general fund real property balances were overstated by
$125.3 million.

(3) Minor Construction. Base civil engineering personnel at 6 of
16 locations did not capitalize completed minor construction in a timely manner.
The personnel did not send completed work orders to the real property officerina
timely manner, or at all, and real property officers did not process the completed
work orders due to workload and manning levels. This caused real property
accounts to be understated by at least $1.3 million at 30 September 1997.
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GENERAL

1. Statutory Requirements. Not later than 1 March each year the Government
Management Reform Act (GMRA) requires DoD prepare and submit to the OMB
Director an audited financial statement for the preceding fiscal year for each
office, bureau, and activity of the department. Not later than 31 March 1998, and
each year thereafter, the GMRA requires the Secretary of the Treasury, in
coordination with the OMB Director, to prepare and submit to the President and
Congress an audited financial statement for the preceding fiscal year, covering all
accounts and associated government executive branch activities.

2. Accounting for Air Force Activity. The Air Force general fund accounts
for more than 99 percent of the assets, liabilities, revenues, and expenses shown on
Air Force consolidated financial statements. The Air Force uses two methods to
account for financial data as described below.

a. General Ledger. Air Force general ledger summary accounts track Air
Force equity and budgetary items. Those individual general ledger accounts were
reported in the Air Force Trial Balance for General Funds, RCS: HAF-
ACF (SA) 7105 (7105 report). DFAS-DE summarizes this information into
general ledger account balances but only uses selected asset and liability account
balances to prepare the annual Air Force financial statements.

b. Status_of Funds. The Air Force uses the Status of Funds Data Base
Transmission (DBT), RCS: HAF-ACF (AR) 7801, to report Air Force financial
statement account balances such as accounts receivable, accounts payable,
revenues, and expenses. Accounting offices initially prepare the DBT, and the
Accounting and Reports Division at DFAS-DE consolidates the data. The CFO
Branch reviews, updates, edits, and analyzes base-level data and enters the data
into the Command On-Line Accounting and Reporting System. The CFO Branch
also prepares a consolidated DBT report and enters this data into the Departmental
On-Line Accounting and Reporting System, the Air Force departmental status of
funds system. DFAS-DE ultimately summarizes this data and data from the 7105
reports in the Air Force financial statements. The Air Force uses the DBT
reporting process because DFAS-DE has determined this process is more reliable
than general ledger reporting for certain accounts.
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3. Financial Statement Preparation. The Air Force uses the DoD Uniform
Chart of Accounts to accumulate and report financial information. DFAS-DE first
used the DoD Chart of Accounts in FY 1994 to categorize and prepare the Air
Force financial statements. In FY 1995, DFAS-DE began implementing the CFO
Reporting System to automate financial statement preparation.  Further
implementation in FY 1996 allowed the CFO Reporting System to extract data
from the status of funds system by appropriation and assign it to general ledger
accounts based on the DoD Uniform Chart of Accounts and reimbursable sales
codes. Current year changes in accounts, where data sources are external to the
status of funds system, continued to be updated using journal voucher adjustments
to the CFO Reporting System database. After all current year changes in account
balances are updated (by automatic import of status of funds system data extracts
and manual insertion of data external to the system), the CFO system creates the
financial statements. Headquarters DFAS is developing the Defense Departmental
Reporting System, which will replace the on-line accounting, status of funds, and
CFO Reporting systems at DFAS-DE. Base-level data will be reported directly to
this new system which will convert the data to standard general ledger accounts
and map those accounts to departmental reports and financial statements. DoD
also plans to convert to the US Government Standard General Ledger.

4. FY 1997 Financial Statement Balances. As of 30 September 1997, the
Air Force Consolidated Statement of Financial Position reported total assets of
$347.2 billion, liabilities of $15.1 billion, and net position totaling $332.1 billion.
The Statement of Operations reported total revenues and financing sources of
$64.5 billion and expenses of $64.7 billion, while the available budgetary
resources for FY 1997 were about $87.8 billion.

INTERNAL CONTROLS

5. Purpose of Internal Controls. The DoD Financial Management
Regulation, Volume 1, states the objectives of internal controls are to reasonably
assure

a. obligations and costs comply with applicable laws;

b. all assets are safeguarded against waste, loss, unauthorized use, and
misappropriation; and
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c. revenues and expenditures are recorded and accounted for properly so
accounts and reliable financial reports may be prepared and accountability of
assets may be maintained.

6. OMB Bulletin 93-06. "Internal control structure," as it relates to the
financial statements required by the CFO Act and as discussed in OMB
Bulletin 93-06, means the plan of organization and policies and procedures
adopted by management to provide reasonable assurance the following objectives
are met:

a. Transactions are properly recorded and accounted for to permit the
preparation of reliable financial statements and to maintain asset accountability.

b. Funds, property, and other assets are safeguarded against loss from
unauthorized use or disposition.

c. Transactions, including those related to obligations and costs, are executed
in compliance with (1) laws and regulations which could have a direct and material
effect on the principal statements and, where applicable, combining statements;
and (2) any other laws and regulations which OMB, entity management, or the
Inspectors General have identified as being significant for which compliance can
be objectively measured and evaluated. |

7. Other Authoritative Guidance.
a. FMFIA of 1982. This act directs government executive agencies report

annually on whether their internal and administrative controls and accounting
systems comply with Comptroller General standards.

(1) FMFIA, Section 2, requires each executive agency report the status of
management controls to the President and Congress annually by 31 December.
The OMB developed guidelines in Circular A-123, Revised, Management
Accountability and Control, 21 June 1995, implemented by DoD and Air Force
regulations, to meet Section 2 requirements. The status of management controls is
reported via a Statement of Assurance and a Report on Material Weaknesses. The
Statement of Assurance represents the agency head's informed judgment as to the
overall adequacy and effectiveness of management controls within the agency.
The Report on Material Weaknesses is the agency's vehicle for reporting plans to
correct material weaknesses and progress against those plans. The Air Force
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annually evaluates internal controls through the Internal Management Control
Program and reports the results to the Secretary of Defense.

(2) FMFIA, Section 4, requires each executive agency head report
annually to the President and the Congress whether accounting systems conform
with Comptroller General principles and standards. The OMB developed
guidelines in Circular A-127, Revised, implemented by Air Force and DoD
regulations, to meet Section 4 requirements. OMB guidance, further modified by
DoD for its components, provides policies and procedures to develop, operate,
evaluate, and report on financial management systems. Air Force guidance
includes procedures for performing general and detailed accounting system
reviews, determining material system weaknesses, and maintaining an accounting
system inventory.

b. Defense Guidance. In addition to including the objectives of internal
control as stated above, DoD Financial Management Regulation 7000.14,
Volume 1, Chapter 7, DoD Standard General Ledger, includes standards for
documenting and recording transactions and events; executing transactions and
events; separation of duties; supervision of accounting operations; and access to
and accountability for resources to achieve those objectives.

LAWS AND REGULATIONS
8. Applicable Laws and Regulations.

a. Title 31. Title 31, United States Code (U.S.C.), Sections 3512 (Executive
Agency Accounting Systems), 3515 (Financial Statements of Agencies), and 3521
(Audits by Agencies) legislate accounting controls and systems and the preparation
and audit of financial statements. The FMFIA of 1982 is included in 31 U.S.C,,
Section 3512. Under FMFIA, each agency head is responsible for establishing and
maintaining adequate accounting and internal control systems. The law requires
these systems conform to Comptroller General accounting principles, standards,
and related requirements and internal control standards. Agencies must report in
an annual statement of assurance whether their accounting and internal control
systems conform to Comptroller General standards. The Budget and Accounting
Procedures Act of 1950 is also included in Section 3512. The GMRA of 1994
amended Sections 3515 and 3521 relative to the preparation and audit of executive
agency financial statements.
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b. Title 8. Title 8, United States Code, Sections 801-808, Federal Financial
Management Improvement Act (FFMIA) of 1996, is closely related to the FMFIA.
The FFMIA also builds upon and complements the CFO Act, Government
Performance and Results Act of 1993, and the GMRA. The FFMIA requires each
agency to comply substantially with federal financial management systems
requirements, applicable federal accounting standards, and the US Standard
General Ledger at the transaction level. Agency heads are responsible for
formulating remediation plans to correct areas of noncompliance. Finally, auditors
are to report whether financial management systems comply with the FFMIA
when reports result from audits required by Title 31, Section 3521.

c. Regulations. Various DoD, DFAS-DE, and Air Force regulations provide
policy guidance and direction related to this audit. = Among those, the
following significantly impact this audit: DoD Financial Management Regula-
tion 7000.14-R; DFAS-DE 7000.4-R, Accounting for Obligations, 15 January
1990; DFAS-DE 7000.5-R, Accounting for Commitments, 30 July 1990;
DFAS-DE 7000.8-R, Materiel and Property Accounting, 15 January 1991;
DFAS-DE 7010.1-R, General Accounting and Finance Systems at Base-Level,
15 August 1994; DFAS-DE 7010.2-R, Commercial Transactions at Base-Level,
31 January 1996; DFAS-DE 7010.4-R, Civilian Pay Transactions at Base-Level,
30 August 1993; DFAS-DE 7073.1-M, DJMS-Active Component Financial
Services Office Procedures, 1 November 1994; DFAS-DE 7073.2-M, DIMS-
Active Component Unit Procedures, Excluding Financial Services Office (FSO),
1 November 1994; DFAS-DE 7073.3-M, DJMS-Reserve Component Pay Manual,
1 January 1994; DFAS-DE 7200.1-R, Administrative Control of Appropriations,
30 November 1988; DFAS-DE 7220.2-R, Central Procurement Transactions,
17 February 1988; DFAS-DE 7400.1-R, General Funds General Ledger
Accounting Procedures, 31 December 1991; DFAS-DE Regulation 170-9, Fiscal
Year-End Certification of Appropriation and Fund Balances, 30 June 1995; Air
Force Instruction (AFI) 21-202, Combat Ammunition System Procedures, 1 July
1995; AFI 32-9005, Real Property Accountability and Reporting, 30 September
1994; Air Force Regulation (AFR) 177-11, Accounting and Reporting for
Accrued Expenditures and Revenues, 1 September- 1985; Air Force Manual
(AFM) 177-370, USAF Standard Base-Level General Accounting and Finance
System: H069/BQ, 5 February 1994; and AFM 177-373, Standard Materiel
Accounting System: H118/BJ, 1 June 1995.
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AUDIT SCOPE AND PRIOR AUDIT COVERAGE

AUDIT SCOPE

1. Mahagernent is responsible for

a. preparing the annual financial statements in conformity with applicable
accounting principles;

b. establishing and maintaining internal controls and systems to provide
reasonable assurance that the broad control objectives of FMFIA are met; and

~ ¢. complying with applicable laws and regulations.

2. The AFAA must plan and perform an audit to obtain reasonable assurance
about whether (a) the financial statements are reliable (free of material
misstatement and presented fairly in conformity with OMB Bulletins 94-01 and
97-01 and applicable accounting principles) and (b) relevant internal controls are
in place and operating effectively. The AFAA must also test compliance with
selected provisions of laws and regulations and perform limited audit procedures
with respect to testing the consistency of other information presented in the annual
financial statement with the consolidated financial statements.

3. To fulfill these responsibilities, we

a. examined, on a test basis, evidence supporting the amounts and disclosures
in the financial statements;

b. assessed the accounting principles used and significant estimates made by
management;

c. evaluated the overall presentation of the financial statements;

d. considered compliance with the process required by FMFIA for evaluating
and reporting on internal controls and accounting systems;

e. considered the FFMIA of 1996, OMB Implementation Guidance for CFOs
and Inspectors General, issued by OMB on 9 September 1997;
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f. tested compliance with selected provisions of laws and regulations listed at
Appendix V;

g. evaluated and tested relevant internal controls; and

h. obtained audit support from the General Accounting Office (GAO), Army
Audit Agency, Naval Audit Service, Defense Contract Audit Agency, and the DoD
Inspector General (DoDIG).

4. We did not evaluate all internal controls relevant to operating objectives as
broadly defined by FMFIA, such as those controls relevant to preparing statistical
reports and ensuring efficient operations. We limited our work to accounting and
other controls necessary to achieve the objectives outlined in our opinion on
internal controls. Because of inherent limitations in any internal control system,
losses, noncompliance, or misstatements may nevertheless occur and not be
detected. During the audit, we relied on computer-based data, although the scope
of our audits did not include a comprehensive test of system general and
application controls to confirm data reliability. We also caution that projecting our
evaluation to future periods is subject to the risk controls may become inadequate
because of changes in conditions, or the degree of compliance with controls may
deteriorate.

5. We accomplished the audit from May to December 1997 at the Assistant
Secretary of the Air Force, Financial Management and Comptroller (SAF/FM);
Office of the General Counsel (SAF/GC); AF/IL; Office of the Civil Engineer
(AF/ILE); 3 field operating agencies/direct reporting units; 2 Army ammunition
depots; 11 defense contractor facilities; 15 DFAS locations (HQ DFAS, DFAS
centers, DFAS operating locations, and defense accounting offices); 7 major
command headquarters; 1 numbered Air Force headquarters; and 102 Air Force
active duty, reserve, and guard units. Specific locations are listed in the individual
audit reports identified at Appendix VII. A draft report was provided to
management in February 1998.

6. We conducted our audit in accordance with generally accepted government
auditing standards and the provisions of OMB Bulletin 93-06. Audit results
related to selected activities were based in part on the work of other auditors.
Specifically, the GAO, Army Audit Agency, Naval Audit Service, and Defense
Contract Audit Agency performed military equipment inventories at selected Air
National Guard and defense contractor facilities in support of our audit of
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Supplementary Stewardship Reporting, Fiscal Year 1997 Air Force Consolidated
Financial Statements (Report of Audit 97053008). The DoDIG Denver Field
Office reviewed the DFAS-DE process for compiling accounting data received
from DFAS operating locations and the Air Force and preparing the consolidated
financial statements. We believe our audit work and the work of the other audit
organizations provide a reasonable basis for our opinion on Air Force consolidated
financial statements.

PRIOR AUDIT COVERAGE

7. During the past 5 years, GAO and DoDIG have issued 8 and 12 reports,
respectively, addressing subjects related to areas covered in our audit of the
FY 1997 financial statements. In addition, AFAA issued audit opinions on the
Phys 1992 through 1996 Air Force consolidated financial statements.

a. GAO Reports. The eight GAO reports included five reports on Air Force
financial management and three reports addressing DoD-wide issues impacting
financial management and financial statements.

(1) GAO Report NSIAD-94-106, DoD Procurement: Millions in Over-
payments Returned by DoD Contractors, 14 March 1994. GAO concluded
virtually all overpayments examined were detected by the contractors rather than
the government. GAO further concluded contractor overpayments resulted
because DFAS-CO either paid contractor invoices without recovering progress
payments or made duplicate payments. DoD stated actions were being taken to
clarify and strengthen payment practices, reinforce prompt debt collection
procedures, and issue clearly stated and complete contract documents to deal with
contractor overpayments.

(2) GAO Report AIMD-95-7, Financial Management: Status of Defense
Efforts to Correct Disbursement Problems, 5 October 1994. The GAO found DoD
records contained at least $24.8 billion of problem disbursements as of 30 June
1994, including about $5 billion related to canceled "M" account balances DoD
had been unable to reconcile. GAO concluded, despite numerous audit reports
over the last 14 years that repeatedly identified DoD internal control weaknesses,
DoD continued to experience serious problems in accounting for disbursements.
GAO stated DoD will not adequately resolve disbursement problems until the
department corrects weaknesses in control procedures, which allow problem
disbursements to occur, and improves DoD contract pay and accounting systems.
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This report did not include management's response to the issues and findings
addressed in the report.

(3) GAO Report NSIAD-96-8, DoD Procurement: Millions in Contract
Payment Errors Not Detected and Resolved Promptly, 6 October 1995. GAO
concluded contractors do not always return overpayments unless told to do so.
Further, DFAS-CO cannot readily detect payment discrepancies because of
significant errors in automated payment records. GAO also found, even after a
public accounting firm completed contract reconciliations to identify the amounts
owed the government, DFAS-CO did not recover payments promptly. This report
did not include management's response to the issues and findings in the report.

(4) GAO Report, AIMD-97-29, Financial Management: DoD Inventory of
Financial Management Systems Is Incomplete, 31 January 1997. GAO reported
DoD does not have a comprehensive inventory of the systems it relies on to record,
accumulate, classify, and report financial information. The number of systems in the
inventory was limited, and DFAS regulations and guidance did not properly define
management systems. OMB Circular A-127 system requirements and the FFMIA of
1996 define financial systems as including the financial portion of mixed systems.
DoD considers mixed systems not within the comptroller organization to be
nonfinancial and does not include them in its inventory. GAO recommended
revising the DoD Financial Management Regulation, 7000.14, Volume 1, to include
all mixed systems in its definition of financial management systems; the Senior
Financial Management Oversight Council oversee the development of a financial
systems inventory using the revised definition; and the systems defined be
incorporated into the CFO Financial Management 5-Year Plan, the DFAS CFO
Financial Management 5-Year Plan, and FMFIA Section 4 reporting. DoD
concurred or partially concurred with all recommendations.

(5) GAO Report, AIMD-97-59, Financial Management:  Improved
Reporting Needed for DoD Problem Disbursements, 1 May 1997. Problem
disbursement reports are inaccurate. While DFAS reported problem disbursement
amounts of $18 billion as of 31 May 1996, GAO reported the amount was
understated by at least $25 billion. Furthermore, underlying data for the reports do
not provide basic information about the sources and causes of problem disburse-
ments. While DFAS has committed significant resources to reducing the problem
and prepared its first comprehensive reporting guidance in May 1996, the guidance
was not being followed because oversight and controls over the reporting process
were not established, detailed instructions for offsetting transactions were not
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provided, and certain types of transactions were not identified as problems. DoD
disagreed with the GAO inclusion of in-transits as problem disbursements. GAO
believed aged in-transits, disbursements not matched with obligations in the normal
60 to 120 day processing time, were problem disbursements and until recently had
been so treated by DoD. DoD stated these in-transits are reported on a net basis, but
GAO stated this was inconsistent with DoD and DFAS written policies which
require absolute amounts. DoD did not concur with the report findings, conclusions,
or recommendations.

(6) GAO Report, AIMD-97-71, Financial Management: The Prompt
Payment Act and DoD Problem Disbursements, 23 May 1997. GAO was asked to
determine whether the Prompt Payment Act of 1992 contributes significantly to DoD
problem disbursements. DoD did not provide and GAO did not find any empirical
evidence the Prompt Payment Act contributes to problem disbursements.

(7) GAO Report, AIMD-97-150, Financial Management: DoD’s Approach
to Financial Control Over Property Needs Structure, 30 September 1997. The
Defense Property and Accountability System (DPAS) cannot meet requirements
which become effective with FY 1998 relative to deferred maintenance and clean-up
costs. Implementing this system at the Defense Information Systems Agency did not
ensure financial control and accurate general property, plant, and equipment
reporting. For example, the system was not correctly interfaced with the accounting
system, causing $118 million in incorrectly recorded transactions. Not using the
standard general ledger within the system to create transactions contributed to the
problem. The GAO recommended the Deputy Secretary of Defense develop a
concept of operations, develop a detailed system implementation plan, revise the
implementation handbook, expand system functionality to ensure it includes
transactions to meet all current and pending requirements related to property, and
ensure transactions produced by the system for updating the general ledger reflect
the posting logic in accordance with the US Government Standard General Ledger.
DoD generally agreed with the report findings and recommendations.

(8) GAO Report, NSIAD 97-175, Inventory Management: Vulnerability of
Sensitive Defense Material to Theft, 19 September 1997. While the GAO did not
attribute weaknesses to the Air Force, the issues discussed directly affect the Air
Force because the Army stores Air Force munitions. While inventory controls are
improved, GAO pointed out handheld missiles are still being discovered, missiles
may be vulnerable to theft because DoD is not always opening a representative
sample of containers during maintenance checks, and some facilities are not fully
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complying with DoD physical security requirements. GAO also pointed out DoD
accounting and related systems are not integrated, and establishing an integrated,
general ledger control system, which ties together DoD accounting, logistics, and
other key systems, is critical if DoD is to ensure oversight and control over sensitive
material. GAO made five recommendations to the three service Secretaries and the
Commandant of the Marine Corps to improve inventory and physical controls over
missiles and rockets. DoD concurred with all recommendations.

b. DoDIG Reports. The 12 DoDIG reports summarized audit work related to
the Air Force FYs 1992 through 1994 financial statements and addressed concerns
about obligations, disbursements, pay system management controls, preparation of
financial statements and the presentation of assets on those statements, reporting of
government property in the possession of contractors, and deficiencies preventing
the rendering of audit opinions.

(1) DoDIG Report 94-048, Uncleared Transactions By and For Others,
2 March 1994. Management was not exercising needed oversight to clear
transactions and reduce undistributed disbursements and collections valued at
$34.6 billion as of 31 January 1993. Higher priority placed on disbursements than
on resolving uncleared transactions created the risk of violating the Antideficiency
Act. Headquarters DFAS managers did not receive complete and accurate
information from the centers on the status of undistributed disbursements. Trans-
actions over 180 days old were understated by about 860,000 transactions and at
least $7.2 billion. The Deputy Comptroller disagreed disbursements were not being
matched to obligations, but agreed the related policy may not be fully carried out,
and generally concurred with the finding related to reporting.

(2) DoDIG Report 94-073, Defense Finance and Accounting Service
Work on the Air Force FY 1992 Financial Statements, 31 March 1994. DoDIG
concluded DFAS-DE did not prepare complete, accurate, and reliable FY 1992 Air
Force financial statements. They reported DFAS-DE did not comply with the
DoD Accounting Manual or maintain effective procedures and internal controls
over systems. In addition, DoDIG determined internal controls over the budgetary
process were ineffective. Further, the audit disclosed the Statement of Operations
did not include all activity affecting Air Force operations. As a result, revenues
were overstated by $424.5 million; support for operating expenses was unavailable
for leases of $8.3 billion, asset damage of $568.7 million, and bad debts of
$24.7 million; extraordinary losses of $1.2 billion were excluded; and prior period
adjustments of $13 billion were incorrect or omitted. Finally, DoDIG concluded
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DFAS-DE did not validate construction-in-progress data and did not adhere to Air
Force guidance on government-furnished and contractor-acquired material when
preparing the financial statements.

(3) DoDIG Report 95-067, Defense Finance and Accounting Service
Work on the Air Force FY 1993 Financial Statements, 30 December 1994.
DoDIG reported DFAS-DE did not adequately monitor US Treasury clearing
accounts. DFAS-DE did not reconcile differences, maintain accounts related to
contract payments, monitor old accounts, or prepare written oversight procedures.
These conditions could allow improper payments to go undetected and cause
defense accounting offices to lose authority to disburse funds. DoDIG also
reported accounts receivable and payable reported on the FY 1993 financial
statements contained material errors because internal controls over manual
computations did not ensure only Air Force data were presented in the statements.
DFAS-DE included a claim (receivable) against a contractor on a foreign military
sales direct cite contract and a corresponding payable amount to the Foreign
Military Sales Trust Fund. As a result, Accounts Receivable and Accounts
Payable were overstated by $605 million each. DFAS-DE either concurred or
concurred in principle with all recommendations and agreed to establish policies
and procedures to monitor US Treasury clearing accounts and to improve the
processes used to compile and compute the amounts shown on the financial
statements.

(4) DoDIG Report 95-264, Defense Finance and Accounting Service
Work on the Air Force FY 1994 Finance Statements, 29 June 1995. DoDIG
reported DFAS-DE did not adequately monitor the Merged Accountability and
Fund Reporting system because they did not designate a security manager for the
system. Further, DFAS-DE did not perform periodic reviews to determine
whether individuals had a continued need for access, and had not prepared written
procedures for system security oversight. In addition, DoDIG reported the system
does not maintain audit trails or transaction histories for transactions originating at
DFAS-DE. The Denver Center agreed to complete a center operating instruction
on system security by 30 September 1995. To correct the lack of an audit trail,
DFAS-DE will implement the Defense Cash Management System during 1998.

(5) DoDIG Report 95-301, Major Deficiencies Preventing Auditors From
Rendering Audit Opinions on DoD General Fund Financial Statements, 29 August
1995. DoDIG identified four major deficiencies: adequate accounting systems
were not in place; assets were not reported adequately or valued properly;
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disbursements and collections were not adequately disclosed; and contingent
liabilities were not recognized or adequately disclosed. In addition, DoDIG
reported that, while DFAS-DE established a September 1998 date for
implementation, the interim migratory accounting system designed to allow the
Air Force to meet accounting system standards had not been approved by the Air
Force or HQ DFAS. Further, military department auditors noted the planned
general ledger systems will not fully integrate financial management systems with
nonfinancial systems such as acquisition, logistics, supply, civil engineering, and
other systems that compile data the financial systems need. The report stated
DoD, DFAS, and military departments have initiated actions to ensure
disbursements, collections, and contingent liabilities were properly disclosed, but
actions to date have not corrected the conditions. The report contained no
recommendations requiring management action.

(6) DoDIG Report 96-156, Implementation of the DoD Plan to Match
Disbursements to Obligations Prior to Payment, 11 June 1996. DFAS took actions
to meet legislative requirements by implementing the DoD plan to match contractor
and vendor invoices to corresponding obligations before paying them. For
prevalidated transactions, those actions generally ensured disbursements could be
matched to corresponding obligations; however, prevalidation efforts did not reduce
the overall magnitude of problem disbursements. Increased prevalidation was
needed due to weaknesses in the prevalidation system. Headquarters DFAS
personnel lacked information needed to monitor the status and measure the success
of prevalidation efforts because DFAS did not ensure reporting complied with
existing guidance or identify needs for other information. The Deputy Chief
Financial Officer concurred with all findings and agreed to implement system
changes, develop and document procedures for prevalidation, improve the use and
accuracy of prevalidation data, and provide needed training.

(7) DoDIG Report 97-026, Major Deficiencies Preventing Auditors From
Rendering Audit Opinions on FY 1995 DoD General Fund Financial Statements,
19 November 1996. DoDIG stated the overarching deficiency was the lack of
adequate accounting systems for compiling accurate and complete financial data. In
addition, a lack of audit trails; unsupported amounts for several types of assets,
liabilities, and expenses; unreliable financial information; and poor internal controls
existed. While much progress has been made in resolving these issues, DFAS has
made minimal progress in correcting accounting system deficiencies to comply with
the 13 key accounting requirements. DoDIG could not estimate when auditable
General Fund and DoD Consolidated Financial Statements can be prepared.
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Implementing accounting standards may eliminate some major obstacles. While no
recommendations were made, the Under Secretary of Defense (Comptroller) took
exception to the conclusion disclaimers of opinion can be expected “well into the
next century” for the military department’s General Fund financial statements.

(8) DoDIG Report 97-056, Management Controls in the Defense Civilian
Pay System, 27 December 1996. DoDIG reported the DFAS strategy for
implementing the system did not fully ensure all customer requirements were
requested and considered, and DFAS was continuing to spend additional funds for
design work through system change requests after the system was fielded. DoDIG
recommended the Under Secretary of Defense (Comptroller) require the DFAS
Director: (a) prepare an operational requirements document which includes
customer requirements and gives a baseline for comparing the system’s progress
with cost, schedule, and performance requirements; (b) conduct in-process or
milestone reviews to evaluate the current status against progress with cost, schedule,
and performance requirements, and evaluate the system’s status before moving to
the next phase; and (c) create integrated product teams of customer representatives to
identify and participate in making changes. DoD concurred with the
recommendations.

(9) DoDIG Report 97-057, Compilation of FY 1995 Air Force
Consolidated Financial Statements at the Defense Finance and Accounting Service-
Denver Center, 27 December 1996. DoDIG reported DFAS-DE completed
corrective action on 7 of 18 open recommendations the DoDIG previously made.
However, the Center did not provide sufficient evidence that financial data from
field organizations and other sources were accurately compiled for the financial
statements. DFAS-DE did not report $882.3 million of negative accounts payable
and did not disclose the use of unreliable data in preparing the financial statements.
The Command On-line Accounting and Reporting System did not provide adequate
audit trails for verifying adjustments, and the ending balances of the FY 1995 Air
Force consolidated financial statements could not be confirmed. DoDIG
recommended DFAS-DE establish milestones for and monitor changes required in
the automated information system used to report accounts payable, disclose the use
of unreliable data in financial statement preparation, and establish a complete and
accurate audit trail of all adjustments. DFAS concurred with the recommendations.

(10) DoDIG Report 97-100, Asset Presentation on Military Department

General Fund Financial Statements, 25 February 1997. DoDIG reported DFAS
Centers presented at least $31.3 billion of war reserves for the Army and an

41 APPENDIX I



Project 97053009 Audit Scope and Prior Audit Coverage

additional but unquantified amount for the Air Force, and about $10.5 billion of
progress payments, incorrectly and inconsistently on the FY 1994 and FY 1995
Army and Air Force financial statements. The inappropriate presentation of these
assets will remain an obstacle to rendering audit opinions on military general fund
financial statements. DoDIG recommended the Under Secretary of Defense
(Comptroller) clarify accounting guidance for presenting war reserves and progress
payments on the financial statements so war reserves are presented as a separate line
item, and so progress payments are presented consistently by all of the DFAS
Centers. DoDIG considered management comments to be not responsive and stated
DoD actions to address the issues would not enable them to be in compliance with
Federal Generally Accepted Accounting Principles.

(11) DoDIG Report 97-202, Financial Reporting of Government Property in
the Custody of Contractors, 4 August 1997. DoDIG reported the Contract Property
Management System does not meet DoD requirements for financial statement
reporting and cannot be relied upon for reporting the value of government property
balances in the financial statements. DoDIG concluded a DoD-wide material
management control weakness exists for financial reporting of government property
in the custody of contractors, the system contained an aggregate of $962 million in
errors, and DoD had no assurance the remainder of the data were complete or
accurate. The system included assets which, in the DoDIG’s opinion, the military
property category should not include. System controls were not adequate to ensure
all contracts authorizing the use of government property were identified or all
government property was recorded. DoDIG recommended the Under Secretary of
Defense (Comptroller) form a working group and develop short and long term
solutions to the financial accountability and reporting problems related to property in
the possession of contractors. DoDIG further recommended: (a) the Under
Secretary of Defense (Comptroller) report the financial reporting of government
property as a DoD material weakness in the FY 1998 DoD Annual Statement of
Assurance; (b) the service Secretaries identify the systems in their department which
include government property and report the information to the DoD Chief Financial
Officer and the service Comptrollers; (c) the Commander, Defense Contract
Management Command, complete the system redesign in accordance with the
Operational Requirements Document, and require property administrators to use the
Defense Contract Management Command Property Administration Data System to
identify contracts with the government; and (d) the Under Secretary of Defense for
Acquisition and Technology revise reporting milestones to make system data
available by 15 November of each year. No management comments were received.

42 APPENDIX Il



Audit Scope and Prior Audit Coverage Project 97053009

(12) DoDIG Report 97-225, Major Deficiencies Preventing Favorable Audit
Opinions on the FY 1996 DoD General Fund Financial Statements, 30 September
1997. DoDIG reported the primary deficiency continues to be the lack of compliant
accounting systems for compiling accurate and reliable financial data. The existing
accounting systems did not contain audit trails; could not support amounts for
several assets, liabilities, and expenses; and produced unreliable financial data. Poor
internal controls added to these problems. Until integrated, double-entry,
transaction-driven general ledger accounting systems are developed and
implemented, and adequate audit trails exist, neither management nor auditors will
be able to satisfy themselves as to the fairness of the financial statements. This
significant limitation on the audit scope is the primary factor preventing favorable
audit opinions. DoD has taken numerous steps to achieve more effective controls
and produce more reliable information. Implementation of the SFFASs and the
FFMIA of 1996 may help to eliminate some major deficiencies. DoDIG did not
make any recommendations and management did not offer any comments.

c. AFAA Reports. AFAA issued audit opinions on the FY 1992 through
FY 1996 Air Force consolidated financial statements.

(1) Report of Audit 92053011, Opinion on Fiscal Year 1992 Air Force
Financial Statements, 29 June 1993. The report disclaimed an opinion on the
FY 1992 Air Force consolidated financial statements because of material
uncertainties related to the reasonableness of amounts reported in the financial
statements and the adequacy of Air Force accounting systems. DFAS-DE
assembled amounts reported on the statements from a variety of separate
information systems of uncertain reliability, and, for most items, auditors were
unable to verify account balances. In addition, Air Force management did not
provide management or legal representation letters. Also, the Air Force internal
‘control structure did not provide reasonable assurance of achieving the internal
control objectives described in OMB Bulletin 93-06. Finally, the Air Force did not
fully comply with laws and regulations which materially affect the financial
statements.

(2) Report of Audit 94053022, Opinion on Fiscal Year 1993 Air Force
Consolidated Financial Statements, 30 June 1994. We reported the conditions
found in FY 1992 continued in FY 1993, resulting in a disclaimer of opinion on
the FY 1993 Air Force consolidated financial statements. Air Force and
accounting personnel errors found in the property, plant, and equipment and real
property accounts ranged from $83 million to $18 billion, and DFAS-DE
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disbursement and collection records contained over 12,000 unreconciled
differences valued at $3.3 billion. While Air Force physical controls over assets
were generally effective, Air Force and DFAS controls used to compile and report
accurate, complete, and reliable financial information required improvement.
Existing Air Force and DFAS systems and controls impacted compliance with
laws and regulations which materially affect the financial statements. We also
reported noncompliance with other laws and regulations which materially affect
the financial statements.

(3) Report of Audit 94053001, Opinion on Fiscal Year 1994 Air Force
Financial Statements, 1 March 1995. This report also disclaimed an opinion. Air
Force and DFAS accounting errors caused double counting and overstatements and
understatements of financial statement lines ranging from $9.4 million to
$1.8 billion. The financial statement line items affected included accounts
receivable; accounts payable; operating expenses; property, plant, and equipment;
and progress payments; and the contingent liabilities footnote understated this
liability by $72.3 billion. The DFAS-DE presentation of negative unliquidated
obligations resulted in less than full disclosure of conditions and an understatement
of over $1.5 billion. Air Force was not using the DoD Uniform Chart of Accounts,
controls over computers continued to be lacking, independent verifications of
sensitive assets were not always performed, and weaknesses were noted in
computer system access and cash controls. Existing Air Force and DFAS policies,
procedures, systems, and controls caused the Air Force to be in danger of violating
the Antideficiency Act, FMFIA, and the Prompt Payment Act. We identified
defense accounting office noncompliance with DoD and Air Force regulations,
primarily in not performing required reconciliations.

(4) Report of Audit 95053001, Opinion on Fiscal Year 1995 Air Force
Financial Statements, 1 March 1996. This report disclaimed an opinion on the
FY 1995 Air Force financial statements. Account balances for property, plant, and
equipment and operating materials and supplies could not be determined, and the
value of government furnished property reported was $33.9 billion less than that
reported in the Defense Logistics Agency Contractor Property Management
System. Collection and disbursement mismatches totaling over $1.1 billion were
identified; satellite launch cost of over $673 million, and munitions, aircraft, and
photo shelters valued at $4.3 billion were excluded from the financial statements;
and satellites, depot munitions, and signal system assets valued at over $1 billion
were double counted. Various supply systems continued to contain inventory and
unit price errors, and progress payments exceeding $312 million were recorded in
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the wrong fiscal year. Accounts receivable, accounts payable, expenses, and
obligations in excess of $227 million were invalid, inadequately supported, or
inaccurate. Over $1.5 billion in noncontingency transactions were reported as
contingent liabilities. The preceding findings resulted from internal control
weaknesses, primarily because reviews of accounting reports and transactions and
required reconciliations were not being performed. Finally, internal control
weaknesses and systems not conforming to Comptroller General standards were
not always reported in the annual Statement of Assurance in accordance with the
FMFIA.

(5) Report of Audit 96053001, Opinion on Fiscal Year 1996 Air Force
Consolidated Financial Statements, 1 March 1997. This report disclaimed an
opinion on the FY 1996 Air Force financial statements. Management significantly
improved financial management, but the financial statements continued to include
material misstatements. The ammunition account was overstated by $852.7 million.
Foreign owned property valued at $244 million was included in real property
balances, and negative unliquidated obligations increased by 8 percent to $594
million. Capital leases totaling $114 million were not recorded, and $129.4 million
of construction in progress was not capitalized. Recoupments of $3.7 billion and
outstanding progress payments of $557.1 million were not reported to DFAS-DE.
Progress payment holdback amounts were understated by more than $650 million,
and a $21 billion difference existed between the value of government furnished
property included in the financial statements and that reported by the Contractor
Property Management System. Operating materials and supplies valued at $36.5
billion were not included as a separate line item on the financial statements in
accordance with SFFAS Number 3. The Air Force and DFAS still lacked a
transaction-driven general ledger, causing accounting personnel to be unable to
validate the accuracy of much of the data originating from automated systems
operated outside the accounting community. Over 6,800 differences, with an
absolute value of over $1 billion and a net of $156,000, were found between base
and departmental records affecting disbursements and collections. Significant
progress was made in FMFIA reporting; however, material weaknesses affecting the
reconciliation of pay and personnel records, government furnished property, and
fund control transactions were not reported. The Air Force continued to not report
the Combat Ammunition; Equipment Inventory, Multiple Status, and Utilization
Reporting; Comprehensive Engine Management; and satellite inventory systems as
materially nonconforming systems. DFAS-DE did not use the consumption method
to recognize operating materials and supplies expenses, capital leases were not
recorded in accordance with OMB Circular A-11, Preparation and Submission of
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Budget Estimates, 13 June 1996, and the Air Force capitalization criteria were not
applied to real property.
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VERBATIM MANAGEMENT COMMENTS

DEPARTMENT OF THE AIR FORCE
WASHINGTON, DC

Office Of The Assistant Secretary

MEMORANDUM FOR SAF/AG
FROM: SAF/FM

SUBJECT: Management Comments to the Air Force Audit Agency (AFAA) Reportof .
Audirt, Opinion on Fiscal Year 1997 Air Force Consolidated Financial Statements
(Project 97035009)

We appreciate the opportunity to review and comment on this report. These comments
are limited to this consolidated report. Specific comments will be provided to the underlying
reports as you provide them for our review. We expect that we will request you to medify some
of vour findings and recommendations in light of the proposed changes to the Financial
Accounting Standards Advisory Board Standards Numbers 6 and 8.

We acknowledge that you are unable to express an opinion on the reliability of these
financial statements for fiscal year 1997, and we recognize that you will be unable to issue an
unqualified opinion on our financial statements until the Air Force and the Defense Finance and
Accounting Service (DFAS) improve 2 number of accounting systems and resolve a number of -
accounting related issues. Even though the systems issue will take a number of years to resolve,
we believe that we making steady progress and will continue to do so in the future.

As you summarized in paragraph 7 of your opinion and detailed in paragraphs 4 and 5 of
Tab A, the Air Force, DFAS, and DoD are aggressively working a number of management
initiatives to correct the problems and improve the accounting processes. We all remain firmly
committad to producing auditable financial statements. We will continue to work with the
AFAA, DFAS, and other groups to improve the accounting systems and resolve the related
accounting issues as quickly as possible in order to achieve results.

ROBERTF. HALE
Assistant Secretary of the Air Farce
{Financial Management and Comptrofier)

Golden Legacy, Boundless Future... Your Nation's Air Force
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DEFENSE FINANCE AND ACCOUNTING SERVICE

1931 JEFFERSON DAVIS HIGHWAY
ARLINGTON, VA 222420-5291

FEB 27 008

MEMORANDUM FOR AUDITOR GENERAL OF THE AIR FORCE

SUBJECT: Air Force Audit Agency Draft Report of Audit, Opinien
on Fiscal Year 1997 Air Force Consolidated Financial
Statements (Project 97053009)

We have reviewed the subject report transmitted by a
memorandum of February 20, 1998, from the Office of the Inspector
General, Department of Defense, and are providing the attached
general comments. The report is based upon supporting audits.
Specific comments will provided on the individual audits after we
have had an opportunity to review the reports.

As recognized by the Air Force Audit Agency (AFAA), we have
taken numerous actions in concert with the Air Force and the AFAA
to improve financial reporting for the Air Force. We remain
firmly committed to aggressively pursuing significant
improvements.

My point of contact for this matter is Mr. Charles McIntcsh
on (703) 607-5105/3849.

%dward A/.y .Harris

Director for Accounting

Aiﬁachment:
As stated

cc:

DoDIG
DCFO
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Subject: Air Force Audit Agency Draft Report of Audit, COpinion
on Fiscal Year 1997 Air Force Comsolidated Financial
Statements (Project 97053009)

The following comments outline actions taken in FY 13997 or
planned for FY 19398. Some actions involve the Air Force and the
AFAA. . Because we have nct been afforded the opportunity to
review the supporting reports, we cannot be assured the
summarized presentation of some of the issues in this report is
consistent with the individual reports.

We are pleased with the improved results of the combined
efforts of DFAS-DE acccuntants and the AFAA auditors working with
Air Force funct-ional managers to provide material balances on the
financial statements. We are also pleased that AFRA recognizes
improvements in reporting military and civilian pay expenses,
major weapon systems by Air Force logistics systems, and environ-
mental, legal, and pensicn liabilities; processing accounts
payable; resclving problem disbursements; implementing the
Defense Civilian Pay System to enhance payroll procedures; and
implementing the Defense Debt Management System to strengthen
debt collection procedures. Additionally, significant
improvements were made to identify missile motors valued over
$1 billion and munitions valued over $2.1 billion, to detarmine
values for missiles and satellites not previously reported, to
report missiles valued over $4.8 billion, to provide training to
OPLOCs on accounts receivable procedures, and to change the real
property reporting system to accurately utilize current
capitalization criteria.

The following comments address specific material conditions
described in the report.

a. 1 Sol | o Rsl > v 1
Numerocus audit discrepancies were reported in the past pertaining
to equipment area. The DFAS is taking aggressive actions to
resoclve them. For example, last year the DFAS worked with Air
Force and AFAA to assist in the identification and valuation of

satellites, munitions, and missiles.

b. a4 32l 3 £4
inventoxy and wax resexves. contrary to applicable federal
accounting standaxrds. The DFAS is following CFO form and content

guidance on this issue and will continue to report in this
manner.
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.- c. Asset valuations are not based upon actual cost as
, i i i z ; . DFAS is
working with the office of the DCFO and the audit community to
address this issue on a DoD-wide basis.

d. veta 3 5 ieg >

1 n i £ i i ial ; -
processed. The “Disbursements and Collections” section implies
that the entire DoD financial network processes for transactions
for cthers, cross disbursing, and interfund processing are
without adequate internal controls. This assertion is not valid.
Disbursing officers throughout the DoD financial network ensure
there is adequate support before making disbursements for others.

It is true that collections and disbursements are not always
‘recorded in the activity level records in the period made.
However, we do not agree that the collections and disbursements
are not included in the cash balances for the period in which
they occurred, since these amounts are jncluded in the trial
balances in the month in which they occurred. The DoD process of
valuing, recording, and reporting undistributed collections and
undistributed disbursements is in place to ensure that the
monthly and yearly trial balances and financial reports reflect
this activity in the proper accounting period.

e. 77 bl »in R —
and were pot cleared. The DFAS complied with Treasury guidance.
All amounts in the budget clearing accounts were brought to a
‘zero balance, accounts were properly reversed, and this process
was explained in the CFO statements’ footnotes.
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SECRETARY OF THE AIR FORCE
WASHINGTCN

February 1998

Message from the Secretary of the Air Force

On September 18, 1997, the Air Force celebrated its 50" birthday.
Those first fifty years were momentous ones for our Service. During this
period. we employed new technologies and new operational concepts.
These new approaches, combined with the professionalism and skill of
our men and women, permitted us to build the world’s most powerful air
and space force.

Now we look to the future. Ensuring that we continue to make our
unique contribution to the Nation's joint forces will require vision and
commitment. Our long-range plan--Global Engagement: A Vision for the
21* Century Air Force--defines our vision and our commitment to provide
America the air and space capabilities required to deter. fight. and win.

We must of course have the financial resources to meet this
commitment, and we must spend those resources wisely. In fiscal year
1997, the Air Force budget amounted to about $73 billion. Consistent
with the requirements of the Chief Financial Officers Act. this report
documents how we spent the funds devoted to our general fund
activities.

In order to make the most effective use of these budget dollars, the
Air Force must remain a leader in financial reform. We need better
financial information for our commanders and managers in order to
permit them to manage effectively. and we must meet all legal and
regulatory requirements for financial data and reports. This document
identifies our plan for continuing financial reform. We have made
significant progress in improving financial management in the Air Force.
and [ am strongly committed to continued improvement.

We must bring together and make effective use of all the financial
and other resources that are needed to maintain the Nation's air and
space power. Our vision remains: Air Force people building the world’s
most respected air and space force...global power and reach for America.

(A Z
en\ Peters
P of the Air Force
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DEPARTMENT OF THE AIR FORCE
WASHINGTON DC 20330-1000

February 1998

QFFICE OF THE ASSISTANT SECRETARY

Message from the Assistant Secretary of the Air Force
Financial Management and Comptroller

I am pleased to present the Air Force General Fund financial statements for FY
1997. These statements fulfill the requirements of the Chief Financial Officers (CFO)
Act and the Government Management Reform Act (GMRA).

Our general funds statements document how the Air Force spent the nearly $73
billion in budget authority allocated to us in FY 1997. In addition. the overview material
provides descriptive information and selected measures of operational performance that
help explain how the funds were used. Our intent is to provide Air Force commanders.
the Congress. and the public with helpful information and the ability to assess Air Force
financial stewardship.

This document also specifies our plan for improving financial management in the
Air Force and highlights four key initiatives. Later this vear, we intend to submit a plan
in support of the Government Performance and Results Act. That plan will, among other
things. identify a comprehensive set of performance measures that can be used in our
financial statements. We are supporting efforts by our commanders to improve cost
information — a key step toward better management. This year. for the first time, we are
seeking a formal audit opinion of a new principal statement. the Statement of Budgetary
Resources — an important first step toward our goal of achieving fully auditable
statements. Finally. in cooperation with the Defense Finance and Accounting Service, we
have an aggressive program underway to improve Air Force financial systems, many of
which are antiquated and unable to provide adequate, timely financial information.

The Air Force takes its responsibility for stewardship of public funds seriously.

We are, therefore. strongly commitied to continued improvement in all aspects of
financial management. ‘

SR AL

Robert F. Hale
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UNITED STATES AIR FORCE

-MISSION

To defend the United States through control and exploitation of Air and Space.

-VISION

Air Force people building the world’s most respected Air and Space force - - global power &
reach for America.

-CORE VALUES

It’s not technology that makes the Air Force successful. It’s the people operating the
technology - - their dedication, their skill, and most importantly, the core values they live and

work by:
INTEGRITY FIRST Everyone must know the right thing to do - - and have the
moral courage to do it.
SERVICE BEFORE SELF One purpose rises above all others - - to serve vour

country.

EXCELLENCE IN ALL WE DO Everyone neec?s o .a.l».vays perform their critical duties to
the best of their abilities.

.CORE COMPETENCIES

Our Nation’s Air Force develops, trains, sustains, and integrates the element of air and space
Dpower to produce:

Air & Space Superiority Establishing control over the entire vertical dimension

Global Attack Project power rapidly, precisely, and globally

Rapid Global Mobility Ability to rapidly and flexibly respond to the full spectrum
of contingencies

Precision Engagement Ability to reliably and selectively apply the full range of

precision capabilities to achieve the desired effect with
minimal risk and collateral damage

‘Information Superiority The ability to collect. control, exploit. and defend
information, while denying the adversary the same
Agile Combat Support Time-definite resupply and total asset visibility, while

reducing the mobility “footprint”

Space, flexibility, and the global nature of its reach and perspective distinguished the Air
Force’s execution of its core competencies.
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THE VISION (N ACTION

The Air Force’s look into the future, which was formalized in 1996 as
Global Engagement, was not just a lofty statement of intent - - it was an
actionable vision. A vision specific enough to allow the Air Force to lay
out defined measurable pathways to take it to its goals.

The Air Force is developing a long range plan to make this visicn come true.
A strategic vision is a critical first step. but the real challenge is to make the vision specific and
actionable.

Much of this program specificity was laid out in the Air Force's underlying contemporanecus
study, AIR FORCE 2025. This study. using the concept of alternate futures. set out ceriain
systems, technologies. and trends that are to be the foundation upon which these highways to the
future will be built. Some of these systems, technologies. and trends are already moving from the
thought to the action phase. It has been said that those who anticipate the changes in warfare are
the victors; those who adapt themselves to changes after they occur are, more often than not, the
losers. Not only is the Air Force in the business of anticipating changes in the character of war.
the Air Force IS the change.

Some examples of how the Air Force is putting this vision into action are:
» The transition to an air and space force
o The capability to find. fix, track, and target enemy forces on a global scale
e Air dominance
e Including the reserve component in the exercise of the Air Force’s core competencies

AIR Force ™ AIR and SPACE Force

One of the primary goals set out in the long range plan is that the “Air Force will fully integrate
space and air into all its operations as it transitions from an air force into an air and space force
on its evolutionary path to a space and air force.”

The Air Force is well on to its way to realizing this goal. Over the coming years, the Air Force
will undergo an historic change in its character as it transitions to that next step--the air and
space force of the 21" century. The magnitude of this change nesds to be clearly understood. It
is not just about technology; it is not just about money; it is mostly about people. The Air Force
realizes that what is involved is a change in its institutional culture—that these cultural changes
do not happen by themselves overnight. There needs to be impetus to this change, but also the
realization that change takes time.
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First, the Air Force must destroy the “stove pipes”, the disciplinary specialties that have
traditionally divided its people. Air Force people have always tended to0 identify with their
operational specialties or weapon systems. rather than with the Air Force mission as a whole - - it
must move beyond that.

Secondly, the Air Force must broaden its understanding of what an operator is. There’s a nesd to
look beyond aircraft or missile crews, and to include in that understanding ail people who have
experience and expertise in the application of air and space power to achieve the Air Force’s
mission.

Third. at the senior leadership level, the Air Force can no longer afford a few scattered “space
generals” who injec: their “space expertise™ wherever and whenever it is needed. The Air Force
must build a sure, desp expertise among all its operational leaders in the capabilities of our
space-based forces and how to use these air and space forces in a synergistic way in any theater
of conflict.

This vision of a transition to an air and space force founded on 2 cultural change will remain just
words unless the Air Force takes action to give an impetus to this change. Recognizing this need
for an actionable vision the Air Force is:

e Moving ahead with an Air and Space Basic Course. It will bring all of its new officers,
selected NCOs. and civilians together and create a thorough knowledge of the day-io-day
capabilities of combined air and space operations. Most officer graduates will go directly to
operational jobs before performing their functional specialty. Airmen will be Airmen first,
and pilots, missile=rs, logisticians, etc. second.

e Reaping the benefits of initiatives such as the Space Warfare Center at Falcon AFB. CO.
Here pilots, spacs operators, and intelligence people work side by side and gain an
appreciation for what each brings to the fight.

¢ Including space experts in the Weapons School at Nellis AFB. NV. They are learning in an
“hands-on” environment how.all the air and space pieces should fit together.

These are steps being taken to actuate this cultural change. The Air Force needs to be vigorous,
systemaitic, and above all patient, in assuring that this cultural change takes place and holds. The
first long range plan which sets out the process to achieve its strategic vision for the 21* Century,
directs the Air Force to fully integrate air and space operations as it transitions to an air and space
force. Defense in the 21* century will be inexorably linked to air and space operations.
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FIND-FIX-TRACK-TARGET

In the first quarter of the 21 century, the Air Force sees the combination
of the revolution in information technology and advanced sensor systems
making it possible to find, fix, track, and target anything on a global
scale with near real-time precision. This will change the character of

: warfare from a serial application of force to a paralle! application. The
A:r Force is not there yet, but definitive steps have been takan to make sure this part of the
Global Engagement vision is put into action.

Find: The Air Force has 250 percent more satellites in orbit now, than during the Cold War.
Burt to be able to continue to ke=p its advantage in not letting ; :

anybody or anything hide. it not only needs more “eyes in space”,
but the ability to quickly and cheaply replace any satellite that
becomes non-operative due to any reason. To do this, the nation
nesds a new launch system. This requirement is being satisfied by
the Evolved Expandable Launch Vehicle (EELV) which is fully
funded in the Air Force program. The EELYV is an integral part of
the core competency of Air and Space Superiority.

Fix: The Navstar Global Positioning System (GPS), which is a constellation of 24 sartellites. can
triangulate any location on earth from the nearest three satellites to pinpoint the exact longitude
and latitude coordinates of any target. This system is in use now - - the
challenge is in calibrating it for more pinpoint accuracy and integrating it
with other systems. If the Air Force can pinpoint a target’s latitude and
longitude and then guide a bomb to that exact location by strapping a GPS
receiver on it, it would be “down the smokestack™ every time. This is the
basic idea behind the GATS/GAM (Global Positioning System—Aided
Targeting Systemm/Global Positioning Svstem—Aided Munitions). This will
become the definition of the core competency of Precision Engagement.

Track: Targets are not always static - - they move or “pop up” in unexpected locations. The Air
Force has already demonstrated the capability to get downlinks from intelligence satellites on
orbit into the cockpit of one of its fighters enroute to the target. It also has shown that when a
missile radar target “popped up” it had the capability to send a Predator, an unmanned aerial
vehicle (UAYV), to the target area to get an eyes-on look at the - SRR .
target and relay what it saw to an intelligence command center.
The meshing of the intelligence satellites with the UAV ina
marter of seconds will allow nothing to be unforeseen or escape.
The basic underlying capabilities to actualize this vision are there
and are well on the way to refinement. The UAV is a critical
component of the core competency of Information Superiority.
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Target: One of the more serious threats U.S. and Allied troops in the field face is from theater
area missiles. The reality of this threat was shown by Iraq’s use of the SCUD during the Gulf
War. While the missile itself was crude, it had the capability to cause
serious damage and did result in some thorny problems. It was decided the
best defense against this threat was not by neutralizing it in the descent
phase, but in the boost phase. To do this we need to know precisely where
the missile launch is, so the Space-Based Infrared System (SBIRS) was
programmed and funded. SBIRS will relay missile theater launch
= information to our airborne laser (ABL), a high-energy laser mounted in the
- nose of a modified Boeing 747. The ABL will proceed to knock missiles
out of the sky during their boost phase. That means that whatever is in that
missile will land on the enemy’s own real estate. These systems are an important par: of the core
competency of Air and Space Superiority.

AIR DOMINANCE

To find. fix, track, and target anything that moves or tries to hide on this globe vou nezd absolute
information dominance. The Air Force is swiftly moving towards this end stat2 by building a
web where its sensors, command centers, and shooters are all linked by real-time
communication.

To achieve this information dominance, and to deny any part of it to our potential adversaries. the
Air Force must protect the air breathing links of this web (e.g.. the AWACS (Airborne Warning
and Control Systemn). JISTARS (Joint Surveillance and Target Attack Radar System) and the ABL
(Airbomne Laser)). To do this, you need more than just air superiority - - you need absolute air
dominance.

The F-22 Raptor, with its potent combination of stealth, supercruise, and integrated avionics. will
give the Air Force the means to achieve and maintain this air dominance well into the 21*
Century. thus assuring the transition of the Air Force to an Air and Space Force.

ASSURES

INFORMATION
SUPERIORITY

AlR
DOMINANCE
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THE RESERVE COMPONENT

The dramatic reductions the Air Force, as well as the other Services have experienced since 1990,
demands even greater reliance on the Total Force. In the case of airpower, the Air Force, the
Air Force Reserve Command (AFRC), and the Air National Guard (ANG) play an 2ver more
important role in fulfilling the total Air Force mission of defending the United States through
control and exploitation of air and space.

This demands that there is one Air Force, well equipped and efficiently organized to execute its
responsibilities as defined in the Air Force’s vision of the 21% Century, Global Engagement. To
actualize this vision, to turn it into reality, the Air Force neads to leverage its core competancies
of: Air and Space Superiority, Global Attack, Rapid Global Mobility, Precision Engagement,
Information Superiority, and Agile Combat Support. The Air Force needs to seamiessly weave
the Active Duty, Reserve, and Guard rorces into one total force, performing as one force. The
Reserve Compone